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WE INTRODUCE YOU TO
THE SIXTH SECONDO
NEWSLETTER!

We present you the sixth newsletter of the SECONDO. Having reached
the 27th month of the project, the secondees continues with all core
technical and work packages. Considering the tangible and intangible
elements that are vital for the project, the consortium is moving with all
core elements to the next steps. The research combined with technical
and academic knowledge is the driving force behind the project's
milestones which are leading towards the completion of the project.

Currently, the active secondees are working also on Task 5.2 “Cyber
insurance policy ontology” which will design and develop an ontology
that provides a common vocabulary and language of the cyber insurance
policies. The ontology will be used to model the insurance policy of an
underwriter, empowering the SECONDO platform to automatically
incorporate this policy. Additionally, will serve as a reference insurance
policy that facilitates both benchmarking and elimination of information
asymmetry.

Moreover, secondees are developing the Big Data Collection and
Processing Module (BDCPM) which is an innovative technology that
provides analytics on Internet sources regarding state-of-the-art security
solutions as well as their cost. Regarding the BDCPM, secondees are
processing all the vital parts of the module as it will have a crucial role in
the SECONDO platform. The setup is in the final stage, the data ingestion
procedure has been designed to support the integration of the various
data sources.
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“THE ECONOMETRICS MODULE (ECM)’

The researchers have completed Task 4.1 “Cyber security cost-benefit
analysis”. Task 4.1 provides the methodology that interprets the output of
a risk assessment as a proper input to cost estimation of a cyber
insurance contract. In terms of cyber insurance, the task created the
methodology that insures the need to calculate a premium. Also, Task 4.1
delivers the Econometrics Module (ECM) that provides and estimates all
kinds of costs from potential attacks.
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‘CYBER INSURANCE MARKET,
ATTRIBUTES, AND SOURCES”

Another significant aspect of issue 6 is the completion of Task 5.1 “Cyber
insurance market, attributes, and sources”. The task delivers thorough
research about the cyber insurance market as well as presents the
current insurance policies. By leveraging novel methods to calculate the
cyber premiums in order to devise the level of financial protection being
offered rather than cyber-attacks trends. Finally analyze all possible

a changing trends and critical characteristics, how insurance policies are
affected, and the parameters that affect cybersecurity.
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