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Executive Summary

A particular aim of the SECONDO project is to design, analyze an implement a
Quantitative Risk Analysis Metamodel (QRAM). In particular, QRAM will utilise
advanced security metrics to quantitatively estimate the exposed cyber risks, taking
into account important parameters not currently considered by existing risk analysis
tools. Deliverable 3.1 “Pricing Methods and Risk Modelling” is dedicated to the
documentation of the work done in the two tasks in WP3 “Quantitative Risk Analysis
and Data Analytics”, which are detailed below.

e Task 3.1: Methods for pricing tangible and intangible digital assets task fo-
cuses on the valuation of digital assets that might be categorized as both tan-
gible and intangible. The outcome from this task will feed the Econometrics
Module (ECM) (to be carried out in the phase of the project). The valuation
of an asset is carried out considering both the tangible and intangible metrics
such as cost of an asset, reputation damage and impact to business continuity.
We develop a model to compute the lower and upper bound of the value of an
asset to be used in Task 3.2 to determine the associated cyber risk from an
asset.

e Task 3.2: Risk modelling task provide the Quantitative Risk Analysis Meta-
model (QRAM) that quantitatively estimates the exposed cyber risks through
the Risk Analysis Ontology and Harmonisation Module (RAOHM). As part of
the task all concepts of the SECONDO ecosystem (e.g. risk, thread, attack
type, behaviour, exploitation impact) have been represented formally express-
ing their need and applicability in risk assessment. The output of the QRAM
and the Social Engineering Assessment Module (SEAM), which is used to ob-
tain the likelihood of Phishing attack on employees of an organisation, are fed
as inputs to RAOHM, which then harmonises them using a common vocabu-
lary. This task provides a description of concepts and relationships to be used
during the formulation of the formal SECONDO ontology, which is a shared
conceptualisation of terms that interrelate with each other. For example, the
manifestation of a threat would relate with a set of attack types (e.g. spear-
phishing).
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1 Introduction

This section provides a brief overview on the most important objectives and tasks
of the SECONDO project. It further provides a description on the scope of the
tasks carried out in this deliverable together with a summary of the future tasks and
objectives to meet the proposed outcome of the project.

1.1 Role of the Deliverable

The role of this deliverable is to provide detailed report on the design, implementation
and evaluation of the modules and methods utilised by the SECONDO project for
pricing methods and cyber risk modelling.

The present document has two main purposes:

e Describe methods to valuate assets considering both the tangible and intangible
matrices.

e Provide the Quantitative Risk Analysis Metamodel (QRAM) that quantita-
tively estimates the exposed cyber risks.

1.2 Relationship to other Deliverables

Quantitative Risk Analysis Cyber Security Investment
Metamodel (QRAM) Module (CSIM)
Continuous Risk 5
Metamodel S Risk Assessment [
Monitoring Module
Existing Risk. L
AnalysisTools il ggr:g;::da‘a
Risk
Assessment Costs
External Social Engineering data -
Sources %
fads
External | | S
Sources i Optimal
s ricing Defending
Asset Pricing . Sirage:
Risk related data e.g. SIEM, Analytics
logs, external sources)
Enhanced Risk Assessment Optimal Security Investment

Figure 1: SECONDO Framework

e D4.1 : Econometrics — The Econometrics Module (ECM) that provides
estimates of all kinds of costs of potential attacks as well as costs will respect

the scenarios defined in Section 5 and the architecture described in Section 6
of the Deliverable D2.1.
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e D4.2: Continuous Risk Monitoring and Blockchain — The CRMM mod-
ule will assess on a continuous basis the risk levels, including the performance
of the implemented cyber security controls will respect the scenarios defined in
Section 5 and the architecture described in Section 6 of the Deliverable D2.1.

e D4.3 : Cyber Security Investments — The CSIM module that will be
responsible for inferring optimal investment plans will respect the scenarios de-
fined in Section 5 and the architecture described in Section 6 of the Deliverable
D2.1.

1.3 Structure of the document

Chapter [2| presents an overview on digital assets, their characteristics, and existing
asset valuation methods. Chapter |3| presents the Use Case 3: Cyber Insurance
for innovative SMFE in detail where we identify and prioritise valuable assets, and
determine an valuation model to calculate the upper and lower bounds of the asset
value using tangible and intangible metrics of an asset. Chapter 4] demonstrates the
importance of assessing user behaviour against social engineering attacks and how
the SECONDO aims to utilise this information for achieving better results. Utilising
the asset values obtained in Chapter |3} attack likelihood obtained in Chapter |4} and
results from OLISTIC, Chapter |5 calculates the associated risks for the SME while
providing a detailed analysis of the RAOHM’s functions and its architecture. Chapter
[l concludes this deliverable D3.1 and discusses the future work of the SECONDO
project and the contribution of this deliverable to other modules.

10
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2 Asset Pricing

In the remainder of the review, we shall cover literature that will aid us in choosing
the best method for this task. Firstly, we cover asset management and then asset
valuation. After this, we discuss the importance of valuation and pricing before
exploring many of the different methods of valuation that could be used. Finally, we
summarise what we have learnt.

2.1 Assets

An asset is an economic source of value [I], that is, it is any resource of economic
value that an entity owns or controls with an expectation that it will lead to a benefit
in future. The International Accounting Standards Board (IASB) defines an asset as
“a resource controlled by the entity as a result of past events and from which future
economic benefits are expected to flow to the entity” (IASB, 2015). The management
of an asset throughout its life-cycle is crucial for guaranteeing a favourable return
and ensuring defined services and operations [3]. The management of assets includes
planning and support for investment decisions, access, acquisition and maintenance
throughout its life-cycle, with an objective to optimise the economic value of the
asset while minimising the associated service and operational cost.

ISO/IEC 27001 is an industry-standard publication that observes the different man-
agement systems that could be used within businesses. The key factor this highlights
is that the assets must be managed in the correct way, considering different aspects.
In the case of valuation, we see that from management, responsibility, class and han-
dling of assets are important to make sure that risks are controlled and mitigated.
Within this section, the value of these assets can play a key part in what would
be lost, and these groups can affect how an asset is valued, showing that manage-
ment is different depending on the business. Another industry standard publication
(ISO/IEC 27005) that targets information security and risk management, within this
is the risk identification phase, where the identification of risk and assets is key. It
addresses the valuation of different assets providing more information into the sub
process of identifying assets. The standard explores the process of asset valuation
and what should be considered when asset valuation takes place. Firstly, the classi-
fication of assets that regard the importance of fulfilling business objectives must be
determined, then the valuation is determined with the use of two different measures.
The first is the replacement value of the asset, the cost of replacing information, and
the second is the consequence of loss which is the impact from a successful breach
of the asset. ISO/IEC 27005 splits the assets into 2 main groups, primary and sup-

11
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porting. The primary assets contain information and business progress, which are
critical to achieve core business functionalities. The supporting assets are assets that
the primary assets rely on in some way, for example, software and hardware.

2.1.1 Digital Assets

Digital and traditional (those not digital) assets can be broadly categorised into
tangible and intangible assets. Tangible assets are physical and measurable and
come in two main forms, current and fixed. Current assets are short term where
fixed assets are long-term. On the other hand, intangible assets are expressed in
discrete numerical form [I] to be used by computing devices and thus can be non-
physical and hard to value due to the uncertainty in the value at a given point of time.
Information being an intangible asset (not possessing a physical form) has relevant
attributes to provide potential services and being able to bring economic benefits
to the owning entity [4]. Oppenheim et al. [5] describes information asset as an
umbrella category which includes data, information and explicit knowledge managed
as a single unit so that it can be understood, shared, protected and exploited. On
the other hand, a digital asset is any asset that exists digitally and has defined rights
of use. With this, according to [I], the digital assets include, digitised assets, born
digital assets and digital operational assets.

Information " Digital assets
assels that :'.'la.'lnsl"bh ; that da not

. are notin Ll invalve

. digital format information

inrormation asseils

Figure 2: Categorisation of information asset and digital asset adapted from[I]

Ruan [I] provides a distinction between information assets and digital assets as il-
lustrated in Figure 2] Intangible digital asset category act as a juncture between
the information assets and digital assets. For example, a company’s reputation is

12
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an intangible information asset, but not a digital asset. Whereas, a company’s on-
line reviews and ratings are intangible digital assets and not information asset. The
other distinction between information assets and digital assets is that the later facili-
tate the capability to deliver services, improve performance through better decisions,
achieve competitive advantage and can be sold as a product [4].

Since information technologies are more critical than ever, it has become a pivotal
responsibility of organisations to adequately manage assets for i) protecting them
[6], ii) effective information security management [7] and iii) the sustainability of
the organisation [§]. As assets can be at risk of being compromised, there is a need
to identify important assets of the organisation before validation and proper risk
management procedures can be practiced. There are many methodologies that can
be used for asset identification and risk management [9], [10] shows that some of
these methods can provide a limited perspective on the assets leading to inaccurate
risk assessments. Thus, there is a need for proper asset identification and valuation
method leading to better risk management.

2.1.2 Digital Asset Management

Over the years, asset management, in general, has evolved from just trying to de-
scribe how to manage assets to more as a business strategy. Information security
professionals are asked to balance the cost of controls against the value of the assets
that the controls protect. Valuing assets for this purpose is important and asset
management assists in attaining this valuation. Asset management is a procedure
to operate a group of assets throughout their technical lifecycle to attain a suitable
return while ensuring defined services and security standards [3]. It assist organisa-
tions to identify the value of assets in achieving their organisational objectives. The
standardised fundamentals of asset management is detailed in ISO/IEC 55001ﬂ

Weinstein [L1] explores asset management and demonstrates that companies should
push their needs and wants when it comes to the management of different assets.
The author further states that “In the end, it’s all about business”. We see the
importance and need for not only the management of assets but also the valuation
of the assets to aid business improvements and goals. Further, there is a necessity
to understand the different types of digital asset management; such as Digital Asset
Management (DAM), Media Asset Management (MAM) and Content Management
(CM); and management styles related to non-digital assets. These are important
because the designed model needs to function efficiently with the chosen methods of

"https://www.iso.org/standard/55089.html

13
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management. DAM focuses on the electronic management of any form of digitally
stored information. MAM focuses on managing media type assets such as audios,
videos and imagery which can be either digital or non-digital. While, CM deals with
the use of stored digital and media asset. Both digital and media asset management
handle long-term stored contents that is used for archiving, preservation and reuse.
Content management, on the other hand, uses contents for a specific period of time.
Wager [12] have detailed the benefits of using DAM strategies in effectively managing
digital assets. An appropriate asset strategy allows linking of business initiatives so
that assets can be determined, viewed and reported for quantification.

2.1.3 Attributes of Digital Asset

Assets identified can have attributes that impact the effectiveness of an organisation.
The first step is thus the identification of assets those are valuable to the organisation.
Locating the attributes of information assets and identifying the use of it across the
organisation can enhance the organisation’s effectiveness. However, the attributes
of assets must be identified based on predefined context. Digital assets exhibit at-
tributes of traditional assets as discussed in [4]. But, unlike traditional assets, digital
assets are not necessarily scare, can be instantly scalable and are non-rival in nature.
Some of the unique characteristics of digital assets are:

1. Digital value increase with increase in usage.
Unlike many traditional assets, the value created by digital assets does not
decrease with increase in usage rather it increases with increase in usage. In
other words, more the people use it, more economic benefits can be derived from
it [4]. For example, the economic value of online platforms such as Wikipedia,
Facebook and Google increases with increase in people using it.

2. Duplication does not increase digital value.
Duplication of information does not increase the value of a digital asset. As
no new information is created through duplication, the assets have same value
as a single copy. However, duplication does add additional cost [4]. For exam-
ple, multiple copies customers’ personal data can cause significant additional
management cost while the value being the same.

3. Production and distribution of digital value involve higher fized cost and lower
variable cost.
The production and distribution of digital assets mostly involve lower variable
cost and higher fixed cost when compared to traditional assets. For example
digital services through software requires significant investment in the design,

14
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development, testing and deployment phases. However, once the product has
been developed, it can be sold, distributed and maintained at a low marginal
cost. Not that there are a range of nonrival goods such as e-books, music and
software that can be reproduced at a zero marginal cost [13].

4. Digital value can be distributed through multi-sided markets.
In a traditional single-sided market, sellers interact with only one specific set
of customers. In contrast, the digital economy has given rise to “platform
economy” facilitating multi-sided markets [I3]. In a multi-sided market, the
seller deals with more than one set of customers acquiring different services and
products. For example, Amazon, Airbnb and Uber provide similar services to
various customer segments through their platform.

5. Digital value is limitless.

Unlike with traditional assets, the limitation of the resources is no longer a
constraint in digital value creation and distribution. The limitless utility to
the owner and the limitless opportunities to distribute and consume digital
value defines the limitless nature of digital value. The limitless utility to the
owner describes that intangible digital assets cannot be consumed by use and
its utility is maintained regardless of the change in ownership directing towards
the first attribute in the list. Whereas, the limitless opportunity to distribute
and consume digital value describes the multi-sided marketing opportunities.

2.1.4 Categorisation of Assets
From an information security perspective [14], assets can be categorised into

1. People - This category includes employees and non-employees of an organi-
sation. Employees of an organisation can be further classified based on their
role and access privileges. Non-employees includes contractors, consultants,
and third-party collaborators with which the organisation has business rela-
tionships.

2. Procedures - This category captures all the standard, and IT and business
related procedures through which might introduce security risks to the organ-
isation.

3. Data - Data assets are the information assets in digital format which is possibly
the most important asset of an organisation. They include Intellectual Prop-
erty (IP), system and application output files, databases, web pages, digital
records and documents valuable to the organisation. This category accounts

15
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for management of information involved in transmission, processing and stor-
age.

4. Software - Software assets comprises of applications and programmes that are
used to operate computers and related devices provisioning the interfaces for
the desired services. Software assets can be further classified into applications,
operating systems, and security components. Security components can be ap-
plications or operating systems and needed to be protected more thoroughly
than other system components.

5. Hardware - Hardware assets include the physical technology that accommo-
dates and executes the software. Examples of hardware assets includes de-
vices that host software providing services such as laptops, servers, laboratory
equipment, smart devices and personal assistive devices. Hardware assets can
be further classified into system devices and peripherals, and networking com-
ponents. Networking components must be prioritised since they are often the
focal points of attacks against an organisation.

A finer categorisation of digital assets has been provided by [1] which includes:

o Software Assets - Software assets comprises of applications and programmes
that are used to operate computers and related devices provisioning the in-
terfaces for the desired services. Examples of software assets include decision
support systems, websites, HR management applications, network file sharing
applications, asset management platforms, payment applications and financial
management applications.

e Hardware Assets - Hardware assets include the physical technology that ac-
commodates and executes the software. Examples of hardware assets includes
devices that host software providing services such as laptops, servers, labora-
tory equipment, smart devices and personal assistive devices.

e Service Assets - Service assets includes any resources or capabilities that could
contribute to the delivery of a service. Service assets can involve hardware,
digitally enabled devices and software. These assets can also be outsourced
and delivered by a third-part contractor/supplier. Examples of service assets
include digital media platforms, Software-as-a-Service (SaaS), Platform-as-a-
Service (PaaS) and Infrastructure-as-a-Service (IaaS).

e Network Assets - Network assets include connected information systems that
rely on each other to provide services. Network assets can include hardware
assets such as routers, switches, printers, servers and wireless access points to

16
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software assets such as operating systems, proprietary software, client facing
websites and applications to service facilitated through the network assets.

e Data Assets - Data assets are the information assets in digital format which
is possibly the most important asset of an organisation. They include Intellec-
tual Property (IP), system and application output files, databases, web pages,
digital records and documents.

e Metadata Assets - Metadata is referred as data about data. Metadata assets are
descriptive information applied to data assets to support tasks. For example a
descriptive file assisting users to locate data assets through searches, workflow
documentations, short descriptions and keywords.

Further, based on the criticality or importance of an asset to the organisation they
can be classified into: (i) Critical assets - assets which are necessary to accom-
plish core business functionalities of an organisation such as a critical system or
database containing sensitive data with no backups; (ii) Important assets - assets
which compromised would not affect the organisation from achieving its core busi-
ness functionalities, but would affect in a long-run if the assets are not restored such
as a server used as a backup for sensitive data; and (iii) Supportive assets - assets
which supplement in accomplishing critical functionalities in daily basis and would
affect the effectiveness of the business if compromised. Examples of supportive assets
include web pages, data for organisational management for example daily catering
requirements and stationery.

2.2 Asset Valuation Methods
2.2.1 Tangible Assets Valuation

There are many approaches to valuation, Spencer [I5] evaluates these approaches as
being the result of one or more of the follow processes: (i) market forces, where there
is a history of trading an entity of value; (ii) official value established by someone
of authority thus being a recognised value; (iii) expert opinion and appraisal; (iv)
bilateral agreement or contract; and (v) cost of creation or re-creation. One asset
may also have more than one value, in the case of information, values may be different
depending on the purpose or reason of the valuation. With this, the idea of valuing
within a “risk” context means some general conditions should be met, Spencer also
provides the basis for valuing information within risk management which includes:
(i) exclusive possession; (ii) utility; (iii) cost of creation or re-creation; (iv) potential
liability; (v) convertibility or fungible nature; and (vi) operational impact.

17
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1. Binary asset valuation:
This method involves a simple decision of classifying an asset to either the
first group or the second group. This type of asset valuation is preferred in
situations where specific controls are required for strictly defined data [9].

2. Classification-based valuation:
In this method, assets are classified into one of the several value classifications.
This method is an extension of the binary valuation method and is commonly
practised in a security risk assessment. For example, a critical asset can be clas-
sified as a high value asset, important assets have medium value and supportive
assets have low value [9].

3. Rank-based valuation:
This method employs a ranking scheme where an asset is ranked against all
other assets [9]. For example, if an organisation has identified 10 assets to
perform risk assessment on, then each asset will be ranked between 1 to 10 and
then the assets will be analysed based on their rank.

4. Consensus valuation:
This method involves determining the value of an asset through a consensus
estimation by a group of experts such as the Delphi method [9].

5. Valuation based on intrinsic value:
Valuation models based on intrinsic value does not consider the business value
of a digital asset rather focuses on the intrinsic value of the digital asset [16].
The intrinsic value of a digital asset is determined through fundamental analysis
and does not include its market value. These models quantify digital assets by
considering characteristics such as quality, completeness, and accessibility.

6. Valuation based on direct conversion of financial value
Valuation models based on direct conversion of financial value define digital
assets value based on their financial value such as cost of production, licensing,
and patents [I]. This means that it is directly related to the proportional value
which equates to approximately the same value.

7. Valuation based on business and performance value
Valuation models based on business and performance value define digital assets
value in relation to one or more business processes. These models consider busi-
ness functions, processes and decisions in which information acts as a critical
driver [I6]. Performance value can also be defined as a type of business value
that measures the impact of digital assets on one or more Key Performance
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Indicators (KPIs) over time. Examples of KPIs include profit, cost, revenue vs
targets, cost of goods sold, expenses vs budgets.

8. Cost-based valuation

Valuation models based on cost value define digital assets value based on the
cost of producing, buying, reproducing, changing, maintenance along with the
cost of acquiring, replacing and regulatory obligations cost. Cost-based mod-
els include an adjustment for depreciation of the digital asset over time and
generally do not include the potential future benefit that can be derived from
the digital asset. These models also do not capture the full impacts of legal
aspects of intangible digital asset management. When considering digital as-
sets, cost-based models often do not address the future benefits of an asset but
consider the reduction in increase and decrease in value. Not only this, but
different companies will need to incorporate different costs into their model,
thus cost-based model will vary from company to company [16]. The example
is given within [1]) is “Total Cost of Ownership” which was created by Gartner
in 1987, containing a “comprehensive assessment of I'T” in order to consider a
digital asset’s costs. Moody and Walsh [4] discussed the cost-based method,
explaining that the main advantage was that it is the easiest to collect and was
“arguably” the most reliable at the time, with no other models being proven
better than it. However once again the main issue is that it is likely to not
reflect the current value.

9. Market-based valuation

Market-based models estimate the value of digital assets by considering the
marketplace and comparing them to existing assets to estimate a new value.
Where this is easy to apply and can be accurate, the biggest issue is that
this model becomes ineffective if there is no appropriate comparable asset. As
discussed in [1] the Market for Personal Data, which contains data which is
subjective to the owner and therefore becomes hard to compare, with chances
of being underestimated. Valuation models based on market estimate the value
of digital assets from the marketplace. Existing assets in the marketplace those
are comparable to the digital asset under valuation are identified. The revenue
derived from the identified assets is used is an estimate of the value of the new
digital asset. When comparable intangible assets can be easily identified, these
models are relatively easy to apply and can present accurate projections. Like
cost-based models,; these models also do not capture the full impacts of legal
aspects of intangible digital asset management.

10. Utility-based valuation:
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11.

12.

Utility-based models are based on the present value of an asset’s future eco-
nomic benefits, this therefore shows the value in use [I7]. The main weakness
to this model is that it is difficult to determine future cash flows relating to
an asset, thus becoming subjective [4] thus most assets would be difficult to
assign a monetary equivalent to. This type of valuation is mostly used for long
term monetary assets that are bind by contracts, therefore for assets that are
non-monetary, it would be nearly impossible to determine what the future cast
flow would be.

Income-based valuation:

Income-based models measure the contribution of an asset to the revenue of a
company, questioning what the loss would be if this asset was at risk [1]. This
considers the future of the assets, however much like market-based models,
the issue of having accurate supporting information can nullify this model.
Valuation model based on income estimate the value of a digital asset based
on its contribution to the revenue of the entity. These models forecast future
revenues to place an estimation on the value of the digital asset. The future
forecast is primarily subjected to future earnings and cash flow projections.

Option based valuation:

Another given model in [I] is the use of an option model, where owners of
assets have many different choices which can be valued. These options can be
compared, showing an analytical asset value outlook. These types of models
work best when options can easily be identified and valued and are options that
are stable, not subject to any dramatic shifts when changes occur. Valuation
models based on options aim to define economic value of digital assets for each
available option. An option is a choice that the owner can take at a specific
time but may not be required to exercise the choice. Available options may
include what rights to invoke, how to price the asset and when to apply legal
means to enforce rights associated with the digital asset. Advanced forms of
option models could capture costs associated with legal aspects of intangible
digital assets.

2.2.2 Intangible Asset Valuation

One of the key areas lacking in current papers is the idea of valuing digital assets
that are intangible. This idea is considered in Saunders and Brynjolfsson [I8], noting
that in general, companies lack in the capturing of intangible assets, even outside of
the digital landscape. Using an econometric model relating to the market value of
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a company to its assets, the authors expand what is considered to be an IT asset,
grouping them into different categories such as Hardware, Prepackaged Software,
Custom and Own-Account Software, Other Internal IT Assets, IT Consulting, IT-
Related Training, IT Capabilities, Research and Development Assets, Brand Assets,
Ordinary Assets (non-IT), and Other Assets. Using these, Saunders and Brynjolfsson
[18] create an asset measures that are based on the IT -related intangible spending
at a firm level, where they estimate the value a comprehensive set of I'T assets in
a market value equation. This also again confirms the idea of different companies
having different values and assets, therefore documenting and managing all types of
assets is an important feat, putting a price on assets requires a company to have
good management in place.

If a model for asset pricing within big data was developed, it would transform the
existing data market, making data science more efficient [19]. The key issue is that
personal data is dependent on different variables, thus making it one of the intangible
assets that need to be valued. Within the work of Shen et al. [19], a model is created
that uses based on tuple granularity and considers the areas that affect data value,
these including, cost and uncertainty (entropy). The authors express that their
model, if successful, can be the model that is beneficial to any person or company
that uses data, forming a data trading environment that scales. Where we have
established that digital assets can range from hardware to information, it is also
important to understand that before pricing and valuing can take place, companies
must have a good management system. Grimaila [20] found that having a “lack
of a rigorous, well-documented, information asset-based risk management process”
means that there will be more uncertainty when assessing how to value information
and the impact that it can have.

2.3 The Value of Data

Information assets are defined as “data that is or should be documented, and which
has value or potential value.” according to Wilson [21]. This creates a wide scope that
must be considered, as information comes within different forms, being seen as raw
material from knowledge, which has been formalised in some way. When considering
the value of information, the idea of “value-in-use” explains the value of information
from both the information user and use standpoint [22] information. This means
that the value depends on who owns/uses this data, as well as the current landscape
that this data dwells in. With their study, Engelsman shows some different valuation
methods that can be found within the literature that we haven’t already discussed.
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The first method is called “Usage over time valuation” which is based on two main
principles. The first is that information value is reflected by its use and the second
is that the value can change over time, thus we see two measurable metrics, use and
time[22]. Therefore, it infers that information is more valuable if is it used recently
and used more. The issue here is that this method does not show a direct financial
cost but functions as a scaling system to know what data should be more valuable
without taking other details into account. The second method is called “Valuation of
knowledge assets”, here rather than considering the use of information, it considers
the sum of the cost added to the sum of all relevant processes in which it is a resource
[22]. Therefore, the production which involves that data is important, and the cost
of using it is added to find the value. This means that the asset will have a combined
value of its linked processes and its cost. The author has also presented “Valuation
in risk perspective” the valuing method that focuses on the risk that each asset can
bring, this relates to other work that uses Value-at-Risk (VaR) to price assets. The
idea of risk is directed towards the discovery of “effective and defensible techniques”
that control risk, rather than provide cost, therefore its purpose is aimed towards
risk management, by assessing the controls within a business. On the other side
of this, is the use of VaR, which is associated with the loss that can occur over a
certain time frame and level of confidence [23]. This theory is also found within risk
management, therefore asset valuation and pricing based on this could be possible,
where prices are assigned based on the cost of risk.

2.4 Challenges with Digital Asset Valuation

Due to the nature of digital assets in the current climate, there are many challenges
that must be considered.

a. Inherent Challenges
Due to rapidly changing digital technologies, it is much harder to estimate
the future value of a digital asset. The unpredictability of future return is
another major challenge in aptly valuing a digital asset in the fast-growing
digital economy.

b. Market Challenges
The inherent challenges described above causes minimal transparency between
the seller and consumer hindering the growth of digital assets market. Taking
data asset as an example, there is little transparency between the provider and
the consumer regarding how the data has been collected, process and manip-
ulated pre-sale and how it will be used post-sale. This lack of transparency
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introduces information asymmetry in the market (Shen, et al. 2016).

c. Taxation Challenges
The current international taxation framework, which is based on traditional
economy, is unable to take into consideration new models for value creation
introduced by the digital economy. As a result, public budget and social fairness
are affected (European Commission 2018).

d. Regulatory and Standardisation Challenges
Current regulations lack a standard or commonly agreed taxonomy for digital
goods and services. Further, existing taxonomy only categorises digital assets
based on their technical functions rather than their economic functions causing
inconsistency in the valuation.

2.5 Relevant Valuation Frameworks

Ruan [24] introduces a framework to study the requirements for the development of
risk analytics solutions for the valuation of digital assets and the risk exposure of
these. The paper’s method contains the use of economic theory which also shows the
categorisation of digital assets. One of these groups is the “Core Value assets” which
contain assets that have been digitised and assets that are born digital, showing
the different types of digital assets on a business level. The other side to this is
the assets that are operational, meaning that they support how the entity is being
digitally run. The future of this work is aimed at implementing the model and
showing it within a case study. Within Tatar and Karabacak, [7] the work contains the
creation of a hierarchy-based digital asset valuation method that had been created to
minimise mistakes that occur in asset management. It starts with the identification
of hardware, then software then information and assigns a confidentiality, integrity
and availability value to each. The authors express drawbacks to the model, with
the main part being that it is only for digital assets, however, the bigger issue is that
this is valuation system that does not consider the prices of the assets.

As we know, information in a fundamental asset within businesses and must be
treated accordingly. The work of Batini [25] provides insight into an information
value assessment based model that is based on the concept of information capacity,
information utility, and information management costs. The model breaks down key
areas within I'T management, considering, for example, who uses the asset and the
type of information. Where there is uncertainty about the type of method to be
used for pricing of digital assets, both the capital asset pricing model (CAPM and
its extensions) and arbitrage pricing theory (APT) could be used. Both of these
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methods are different and calculate costs based on different factors.

The Capital Asset Pricing Model (CAPM) was first developed by Sharpe [26] and
Lintner [27] independently of one another by using portfolio theory to show a market
equilibrium. According to the work of Goyal [2§], CAPM and is the most “cele-
brated” approach for asset pricing. The market portfolio is the only factor that is
common, where the exposure to this determines the expected returns of the asset
[28]. Goyal explores some the additional version that have been developed in recent
years:

e Merton’s [29], inter-temporal capital asset pricing (ICAPM) version, considers
variables that can predict future investment, for example inflation, using these
as key components.

e Breeden’s [30] consumption capital asset pricing (CCAPM) version, which re-
lates assets returns to their covariances with the utility of consumption.

Arbitrage pricing theory (APT) was first developed by Ross [31] and is a multi-
factored model that is based on the idea that the return of an asset can be predicted
by using the linear relationship between the expected return and variables that con-
sider risk. Within this are 2 main assumptions, competitive and friction-less markets,
this is where the market has no transaction cost and no restriction to trade (friction-
less) and another where the market has unlimited quantities of the relevant security,
without this price changing (competitive) [32]. As will be shown later on, when
considering digital assets, the idea is to have non-arbitrage values, thus having asset
prices in an equilibrium [I].

Having detailed the fundamental characteristics and methodologies of asset pricing,
the following section demonstrates a use case and the methodologies applied to de-
termine the assets and their values to the business considering both the intangible
and tangible impacts of an asset.
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3 SECONDO Use Case: Cyber Insurance for In-
novative SME

CloudAndTech is an innovative SME that offers Business-to-Business (B2B) solutions
for big data analytics and intelligent algorithms as well as professional services related
to cloud computing and development. CloudAndTech has no physical infrastructure.
All the development and production environments are hosted in the Google Cloud.
It also uses tools for development such as Gitlab and Kubernetes for containerised
applications. Further, it uses four Kubernetes nodes, two Kubernetes masters and
two Kubernetes clusters to assist with the deployment, scaling and management of
the application. Apart of the virtual infrastructure for building and deploying its
solutions, it uses professional accounts for hosting the company’s accounts, such as
email and storage, collaboration environment for the team to work remotely. The
email service is out-sourced to Google. CloudAndTech employees 42 members of
staff at four different roles which are (i) Executives (ii) Upper Management (iii)
Management, and (iv) Contributors as detailed in section [4.4]

Having no physical infrastructure (e.g., data centres) offers flexibility and does not
require special security measures to be taken, apart of course for securing access to its
virtual infrastructure. CloudAndTech implements Virtual Private Network (VPN)
and secure access-authentication procedures to ensure that access to its resources is
not granted to unauthorised people and only authenticated devices such as personal
computers and mobile phones of the employees can only access it through two-factor
authentication. The cost for running all its business in the Google cloud and the
other services is in the below 8,000 EUR per month. Losing the online infrastructure
will cause the pause of its business. The customers will not be affected as their ap-
plications are running on their premises, but development, testing and some support
tasks will not be able to continue. Code, customer related information and files will
be lost (backups are being taken of course from time to time).

3.1 Identification and Prioritisation of Assets

Asset identification is a key step in an information security risk assessment of an
organisation. Assets are an important element of a security risk assessment as iden-
tifying the number of assets helps to scope the security risk assessment and valuation
of the identified assets helps to determine the countermeasures to be employed to
mitigate the potential loss. Based on the detailed use case, assets of CloudAndTech
are categorised as shown Table [2]
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Susceptible

Human | Technology
* *

Asset Category | Asset Type Assets No. of assets | Critical

Physical Backup Device 1
Hardware Computer 19
Mobile Phones 15
GitLab 3 1 *
Google Cloud 1 *
Windows OS
VPN
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Kubernetes Node
Kubernetes Master

—_
©

Software
Equipment

Kubernetes Cluster

Gateway
HAProxy
Network Host-based Firewall
Boundary Firewall
Connection to Internet
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*
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Access-authentication
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ackup Procedure

Contributor

M
Personnel Staff Tanagement

* ¥ X ¥ ¥ ¥
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Executive

Table 2: Asset identification and categorisation for CloudAndTech

3.1.1 Asset Classification

Using the commonly practised “Classification-based asset valuation” method we have
identified assets for CloudAndTech. The “Critical” column indicates assets that are
absolutely necessary to support business continuity and carry out business critical
operations of CloudAndTech and loss of these would have adverse consequences and
disruptions to the continuity of its business. Similarly, assets can be classified into
categories as illustrated in Table 3] The “Susceptible” column in table 2] indicates
the assets which are vulnerable to cyber attacks primarily exploiting people or tech-
nology. We distinguish between human and technology related attacks to highlight
that human play a critical role in the success of an attack as more than 99 percent
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of threats observed by Proofpoimﬂ, over 18 months, require human interactions to
execute. Taking this as a motivation, we have performed a case study on social
engineering as discussed in section [.4]

Importance Level
(Qualitative Value)

Semi-quantitative
Value

Rating Criteria

Critical

100

Indicates that Compromise of the asset would have dev-
astating consequences, leading to loss of life or serious
injury to people and disruption to continuation of criti-
cal business operations

High 5 Indicates that compromise of the asset would have seri-
ous consequences affecting the adequate continuation of

business critical operations

Medium 50 Indicates that compromise of the asset would have mod-
erate consequences affecting the continuation of business

critical operations

Low 25 Indicates that compromise of the asset will have little or
no impact on the human life or on the continuation of

business critical operations

Table 3: Asset classification categories based on importance level.

3.1.2 C.I.A Triad

Table[d and Table[®lists the identified assets for the detailed use case. Each identified
asset has been classified based on its importance using Table [3] Each asset is further
assessed based on the C.ILA triad, using rating scale in Table [4 as the value of the
information comes from the characteristics it possesses. When the characteristics of
the information changes the value of the information and the asset possessing it also
changes. Each critical characteristics, defined as the C.I.A triad [14], is described as:

e Confidentiality (C): Confidentiality is preserved when information is pro-
tected from disclosure or exposure to unauthorised agents throughout its life-
cycle. Confidentiality ensures that only authorised agents who have the rights
and privilege to access the information can access it. Confidentiality is breached
when unauthorised agents can access the information.

e Integrity (I): Integrity is preserved when the information is whole, complete
and uncorrupted. Integrity is breached when the information is exposed to
corruption, destruction, damage, and other disruption to its authentic state
throughout its life-cycle.

’https://www.proofpoint.com/us/resources/threat-reports/human-factor
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e Availability (A): Availability ensures that the information is accessed by
authorised agents without interference or obstruction and to receive it in the
required format. Availability is breached when the authorised agents have

hindrance in timely accessing the information.

Semi-quantitative
Impact Value

Confidentiality

Integrity

Availability

5 (very Severe)

The unauthorised disclo-
sure of information could
be expected to have an
exceptionally grave ad-
verse effect on organisa-
tion, individuals, or the
nation.

The unauthorised modi-
fication or destruction of
information could be ex-
pected to have an excep-
tionally grave adverse ef-
fect on organisation, in-
dividuals, or the nation.

The disruption of ac-
cess to or use of infor-
mation or computer sys-
tem could be expected
to have an exceptionally
grave adverse effect on
organisation, individuals,
or the nation.

4 (Severe)

The unauthorised disclo-
sure of information could
be expected to have a
serious adverse effect on
organisation, individuals,
or the nation.

The unauthorised modi-
fication or destruction of
information could be ex-
pected to have a serious
adverse effect on organ-
isation, individuals, or
the nation.

The disruption of ac-
cess to or use of infor-
mation or computer sys-
tem could be expected to
have a serious adverse ef-
fect on organisation, in-
dividuals, or the nation.

3 (Moderate)

The unauthorised disclo-
sure of information could
be expected to have some
adverse effect on organ-
isation, individuals, or
the nation.

The unauthorised modi-
fication or destruction of
information could be ex-
pected to have some ad-
verse effect on organisa-
tion, individuals, or the
nation.

The disruption of ac-
cess to or use of infor-
mation or computer sys-
tem could be expected to
have some adverse effect
on organisation, individ-
uals, or the nation.

2 (Low)

The unauthorised disclo-
sure of information could
be expected to have a
limited adverse effect on
organisation, or individ-
uals.

The unauthorised modi-
fication or destruction of
information could be ex-
pected to have a limited
adverse effect on organi-
sation, or individuals.

The disruption of ac-
cess to or use of infor-
mation or computer sys-
tem could be expected to
have a limited adverse ef-
fect on organisation, or
individuals.

1 (Negligible)

The unauthorised disclo-
sure of information could
be expected to have neg-
ligible effect on organisa-
tion, or individuals.

The unauthorised modi-
fication or destruction of
information could be ex-
pected to have negligible
effect on organisation, or
individuals

The disruption of ac-
cess to or use of infor-
mation or computer sys-
tem could be expected to
have negligible effect on
organisation, or individ-
uals.

Table 4: Rating criteria used to mark the C.I.A triad.
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3.1.3 Impact to Business Continuity

We model the impact to business continuity as a function of the confidentiality,
Integrity, and Awvailability values illustrated by the “Impact to Continuity” column
in Table [0 and Table [§ where:

Business Impact(a) = Z {f(C, a), f(I,a), f(A, a)}, Va e A (1)
The impact to business continuity by an asset is determined using the Table

Qualitative Value Semi-quantitative Semi-quantitative | Description
(Impact on Continuity) Range (Business Value (Impact on
Impact) Continuity)
Very High 13-15 10 Severe or devastating consequences to

continuation of business critical func-
tions.

High 10-12 8 Compromise of the asset will have high
impact on the continuation of business
critical functions.

Moderate 7-9 6 Compromise of the asset will have mod-
erate impact on the continuation of
business critical functions.

Low 4-6 4 Compromise of the asset will have little
impact on the continuation of business
critical functions.

Very Low 1-3 2 Compromise of the asset will have neg-
ligible or no impact to continuation of
business critical function.

Table 5: Rating criteria used to mark the C.I.A triad.

3.1.4 Reputation Impact

The most visible assets of a modern corporation are its structure, physical property,
hardware and services, while the most valuable assets are intangible and quantifying
them are extremely challenging. Aon’s 2019 Global Risk Management Survey reportf’
reveals that reputation damage is the biggest cyber threat to business. We model
the impact on reputation of an organisation due to a successful breach use a binary-
classification approach as detailed in Table 6| and can be expressed as :

if security configurations of the asset is completely
controlled by the organisation.

if security configuration of the asset is partially
controlled the organisation.

Reputation Damage =

)

3https://www.aon.com/unitedkingdom/insights/global-risk-management-survey-uk-2019.
jsp?utm_source=Aon&utm_medium=website&utm_campaign=Cyber&utm_term=JimTGRMS
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Semi-quantitative | Description
Value (Reputation

Damage)

10 Severe consequences of an incident to the reputation of the organisation due
to negligence or misconduct or irresponsible security behaviour in the part of
the organisation.

5 Moderate to low consequences to the reputation of the organisation due to

a mono-culture vulnerability incident or an incident to third part service
providers such as Google and Microsoft. Managing these incidents are be-
yond the abilities of the organisation unless and until a fix has been provided
by the service providers.

Table 6: Rating criteria used for classify the damage to the reputation.

3.2 Asset Valuation Model

In order to calculate the value of an asset (a,), we use the following estimation
equation:

a, = Asset Importance x { Bo + B1(Reputation Damage) (2)

+ Bo(Impact on Continuity) + e} + Annual Cost

where 31, (o are coefficients which represents the ratio between the benefits and the
cost of the asset. For our evaluation we use:

0.1, for lower bound of asset value range
br=p02=

1, for upper bound of asset value range

and € = 0 is the error rate and the constant gy = 1.

3.3 Threat Scenario

CloudAndTech rents a physical office in Spain where it has been recently reported
that a group of cybercriminals has launched a social engineering attack targeting in-
novative SMEs. CloudAndTech has decided to undertake the Cybersecurity Risk As-
sessment using the SECONDO platform. Its result will indicate how CloudAndTech
must spend their limited cybersecurity budget and whether they must outsource
some of the risks to a cyber insurer. It is usually the case that SMEs prefer to treat
cybersecurity investments and cyber insurance negligently so that they can prevent
charges.
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Asset Asset Type | Importance CIA Triad | Reputation | Impact on | Monthly Asset
C|I|A Damage | Continuity | Cost(€) Value
Google Cloud Software Critical 515| 5 5 10 1400 1650-3000
Kubernetes Master 1 Software Critical 55| 2 5 10 100 350-1700
Kubernetes Master 2 Software Critical 515 3 5 10 100 350-1700
Kubernetes Node 1 Software Critical 513] 2 5 8 70 300-1470
Kubernetes Node 2 Software Critical 53| 2 5 8 70 300-1470
Kubernetes Node 3 Software Critical 513 2 5 8 70 300-1470
Kubernetes Node 4 Software Critical 513] 2 5 8 70 300-1470
Kubernetes Cluster 1 Software Critical 515| 3 5 10 50 300-1650
Kubernetes Cluster 2 Software Critical 515 3 5 10 50 300-1650
GitLab 3 Software Critical 515 3 5 10 260 510-1860
Collaborative Service Software Critical 2111 5 4 200 390-1200
VPN Service 1 Software Critical 311] 5 10 6 175 370-1450
VPN Service 2 Software Critical 311] 5 10 6 175 370-1450
VPN Service 3 Software Critical 3115 10 6 175 370-1450
VPN Service 4 Software Critical 3115 10 6 175 370-1450
Source Code Data Critical 55| 5 10 10 - 300-2100
Costumer Information Data Critical 511 1 10 6 - 260-1700
Service Information Data Critical 51111 10 6 - 260-1700
Employees Detail Data Critical 5111 10 6 - 260-1700
Host-based Firewall 1 Network High 3151 10 6 150 410-1850
Host-based Firewall 2 Network High 315 1 10 6 200 460-1900
Boundary Firewall 1 Network Critical 515| 1 10 8 250 530-2150
Boundary Firewall 2 network Critical 515 1 10 8 250 530-2150
Connection to Internet | Network Critical 1115 5 6 - 210-1200
HAProxy Network Medium 311 2 10 4 150 390-1650
Gateway Network Medium |3 |1] 2 10 4 150 270-900
Backup Procedure Procedure Critical 55| 5 10 10 700 1000-2800
Access-authentication | Procedure Critical 515 1 10 8 600 880-2500
Windows OS Software Critical 515| 5 10 10 700 850-1750
Computer 1 Hardware Medium 212 2 10 4 70 190-820
Computer 2 Hardware Medium 212 2 10 4 70 190-820
Computer 3 Hardware Medium 2121 2 10 4 70 190-820
Computer 4 Hardware Medium 212 2 10 4 70 190-820

Table 7: CloudAndTech’s Asset List
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Asset Asset Type | Importance CIA Triad | Reputation | Impact on | Annual Asset
C|I| A | Damage | Continuity | Cost(€) | Value
Computer 5 | Hardware Medium 212 2 10 4 70 190-820
Computer 6 | Hardware Medium 212 2 10 4 70 190-820
Computer 7 | Hardware Medium 212 2 10 4 70 190-820
Computer 8 | Hardware Medium 212 2 10 4 70 190-820
Computer 9 | Hardware Medium 212 2 10 4 70 190-820
Computer 10 | Hardware Medium 212 2 10 4 70 190-820
Computer 11 | Hardware Medium 212 2 10 4 70 190-820
Computer 12 | Hardware Medium 212 2 10 4 70 190-820
Computer 13 | Hardware Medium 212 2 10 4 80 190-820
Computer 14 | Hardware High 3131 2 10 6 80 340-1780
Computer 15 | Hardware High 313 2 10 6 80 340-1780
Computer 16 | Hardware High 313 2 10 6 80 340-1780
Computer 17 | Hardware High 313 2 10 6 80 340-1780
Computer 18 | Hardware High 3131 2 10 6 80 340-1780
Computer 19 | Hardware High 3131 2 10 6 80 340-1780
Android 1 Hardware Medium 2111 10 4 25 145-775
Android 2 Hardware Medium 2111 10 4 25 145-775
Android 3 Hardware Medium 2111 10 4 25 145-775
Android 4 Hardware Low 1711 10 2 10 65-335
Android 5 Hardware Low 1111 10 2 10 65-335
Android 6 Hardware Low 1]1] 1 10 2 10 65-335
Android 7 Hardware Low 111] 1 10 2 10 65-335
Android 8 Hardware Low 111]1 10 2 10 65-335
Android 9 Hardware Low 17111 10 2 10 65-335
Android 10 Hardware Low 1711 10 2 10 65-335
iPhone 1 Hardware Medium 2111 10 4 25 145-775
iPhone 2 Hardware Medium 2111 10 4 25 145-775
iPhone 3 Hardware Medium 2111 10 4 25 145-775
iPhone 4 Hardware Low 1]1] 1 10 2 10 65-335
iPhone 5 Hardware Low 171] 1 10 2 10 65-335

Table &: Continuation of CloudAndTech’s Asset List
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3.3.1 Meta-models using CORAS

The assets identified for the usecase and their respective impact values have been
provided to OLISTICf] which in return provides the various meta-models used to
represents the dependency among assets and their threats. Moreover, OLISTIC
provides information not only on the various roles in the organisation (their unique
ID) but also associates each asset with its users (see section [f)). In other words,
OLISTIC can be used to deduce the dependency among the assets (e.g., Computer
1 is connected to VPN Service 1). This information will be used in the later stages
of SECONDO such as while developing the Econometrics Module.

OLISTIC uses CORAS languagd’| to develop the meta-models. CORAS is a method
for conducting security risk analysis. It provides a customised language for threat
and risk modelling and comes with detailed guidelines explaining how the language
should be used to capture and model relevant information during the various stages
of the security analysis. The language consists of five different kinds of diagrams:
asset diagrams, threat diagrams, risk diagrams, treatment diagrams, and treatment
overview diagrams. An example of the five different diagrams for the selected use
case is provided below.

The Asset Diagram depicted in the Figure [3al represents in high-level the physical
and non-physical components and assets of CloudAndTech’s cloud infrastructure.
The diagram concludes with the two most precious assets of CloudAndTech’s which
are Security and Service Provisioning.

The Threat Diagram presented in the Figure includes software, applications,
systems, networks, distributed systems, etc. In CloudAndTech threat modelling
involves mostly vulnerabilities on the cloud infrastructure.

The Treatment Diagram in the Figure {4 rely on previous analysis which consists
of determining the different ways a threat may initiate an unwanted incident. We
have already done that by placing threat scenarios each describing a series of events,
between the threats and unwanted incidents and connecting them all with initiative
and leads-to relations. The graphical syntax has been designed to maximise the
usability of the language. Although helpful in practical modelling situations, the
graphical syntax is rather cumbersome to work with when defining the semantics
and rules for the CORAS language.

Having identified the assets used by the examined organisation, the next section

‘https://www.olistic.io/
Shttp://coras.sourceforge.net/coras_language.html
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Figure 4: Treatment diagram

aims to demonstrate how SECONDO will calculate likelihoods that determine the

possibility of an employee being targeted and exploited by a social engineering attack
based on her role using the attack scenario detailed in the previous section
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4 SEAM

Social engineering is the act of manipulating a person to take an action that may or
may not be in the “target’s” best interest [33]. While the most common cyber-attacks
try to exploit information systems, social engineering is an exploitation method tar-
geting the human factor. Although the technical protection measures of preventing
cyber-attacks have evolved over time, the current measures are inefficient against
this kind of attacks.

The types of social engineering attacks are the following [2]: a) Physical approach:
The adversary performs some physical actions to father information about a victim.
A common method is the dumpster diving [34], where an adversary is willing to dig
into victim’s trash to look for important data e.g. password written on a paper;
b) Social approach: The adversary relies on socio-psychological techniques to ma-
nipulate her victim. A usually method is the spear-phishing attack [35]; ¢) Reverse
social engineering: The adversary instead of contacting directly with her victim,
endeavours to convince her that she is a trustworthy entity so that the victim will
approach her. This way contains three steps, sabotage, advertising and assisting; d)
Technical approaches: The adversary accomplishes these kind of attacks via internet.
A common type of attack is to harvest passwords since victims may use the same
passwords for many accounts and e) Socio-technical approaches: Adversaries blend
the previous categories. A common attack that belongs to that type is the baiting
attack. Moreover, each social engineering attack is launched by an operator [2], this
can be human or software. Furthermore, the above attacks can be executed via
channels [2]: a) Email; b) Instant messaging; ¢) Telephone, Voice over IP; d) Social
networks; e) Cloud and f) Website. The Table [5| briefly explains the most common
and famous social engineering attacks based on their channel, operator and type.

There is plethora of data breaches that occurred the latest period due to social engi-
neering attacks. Toyota Boshoky Corporation, a major supplier of Toyota auto parts
was victim of a social engineering attack, in August 2019, losing the amount of $37
million [36]. The adversaries achieved to convince an employee with financial au-
thority to change the account information on an electronic funds transfer. Moreover,
Roblox was victim by a social engineering attack [37]. Firstly, the adversary bribed
a worker to grant access to him and then he phished an unaware customer. Finally,
the adversary was able to see customer’s email address, change passwords, remove
two-factor authentication from their accounts and even to ban users. Furthermore,
the security company Proofpoint issued on 2020 an annual report including analy-
sis of data from a variety of sources, including 5,400 working adults, 600 IT security
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Phishing  Shoulder Dumpster Reverse social Waterholing Advanced Baiting
surfing diving engineering persistent
threat

Channel E-mail v v v

Instant Messenger v v

Telephone, VoIP v v

Social Network v V

Cloud v

Website v v v

Physical s J s ¥ v
Operator Human " s rd s "

Software ol v V v v
Type Physical v s Fé

Technical v v

Social J

Socio-technical v v v v v

Figure 5: Classification of social engineering attacks based on our taxonomy [2]

professionals, 50M simulated phishing attacks and more than 9M reported suspicious
emails [38]. From this report the results are very interesting since only 49% of U.S
workers answered correctly the following question “What is phishing?”. In addition,
the impact of successful phishing attacks are presented in this report and the result
is the the most possible impact is the loss of data while the less possible impact is
the financial loss. Also, based on Verizon report [39] issued on 2020 the 22% of the
occurred breached involved Phishing attack. Moreover, in 23,619 incidents social en-
gineering attacked were less than 20%. Finally, the most frequent social engineering
attack is the Phishing with almost 85% of frequency.

The Social Engineering Assessment Module (SEAM) interacts with users to
devise their behaviour using penetration testing approaches and provides specific
numeric results on endanger actions (i.e. percentage of users that open suspect files
or execute Trojans). In more technical detail, the readiness of the employees of
any organisation against social engineering attacks will be evaluated. This module
include planning, targeting, means and evaluation of replicating such type of attacks.
The planning phase will be the decisive part of which technological methods and axes
will be used, such us email social engineering, client-side attacks like web browsing to
a web page or even physical phone calls. The second part is targeting, which requires
us to find the target audience for our specific purpose. The third part is the means,
which is a guessing of the correct attack for the correct target using also the most
efficient tools. Finally, all the collected data will be evaluated and provide the Social
Engineering data output that feed directly to the RAOHM module.
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4.1 GoPhish

In this section we aim to present the Go-Phish [40] which is integrated in our scheme
as an external social engineering assessment tool. Choosing the GoPhish utilisation
we complete the two phases of social engineering, planning and means are these are
presented above.

4.1.1 Go-Phish Features

GoPhish [40] is an open-source email phishing attack simulation and phishing user
awareness promotion platform, that provides organisations the ability to perform
counterfeit phishing campaigns, in order to collect cyber-security intelligence. GoPhish
can be used as an assessment tool, logging information about the users and fetching
users’ data relative on how individuals would respond to real-word scenarios, reveal-
ing human-oriented security gaps. It automates the process of bulk creating and
sending fraudulent emails to unsuspected users, tracking, and yielding comprehen-
sive, thorough, and detailed statistical results about one’s behaviour.

The aforementioned actions [41] are the following:

¢ Email Reported: Email was successfully sent to the victim. However, she
reported the email as malicious, without opening it.

e Email Sent: Email was successfully sent to the victim. However, she ignored
the email without opening it or reporting it.

¢ Email Opened: Email was successfully sent to the victim. In addition, she
opened the email without taking any other action.

e Clicked Link: Email was successfully sent to the victim. Then, she opened
the email and finally, she clicked the malicious link attached to email’s body.

e Submitted Data: The victim successfully receives the email, opened it,
clicked the linked and submitted data on the landing page the malicious web-

page.
The logging of these actions is performed via the following methods [41]:
e An embedded Tracking Image hidden in the body of the email. A tracking
image (also known as pixel tracking) is an HTML tag styled as an invisible 1x1
image with a hyperlink reference pointing to the GoPhish server. The hyperlink

has a GET parameter with the id of the victim. Once a user opens an email,
the tracing image is requested via an HTTP request from the GoPhish server.
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In that way GoPhish can identify who, when and where a simulation email was
opened.

The GET parameter of the link attached to the body of the email.

The landing page, designed by default in such a way that it logs all submitted
credentials.

4.1.2 Go-Phish Functionalities

Sending Profile Creation: This functionality provides the ability to the
phisher to choose the emails “from” field, and to connect GoPhish to the SMTP
email server. Moreover it provides the ability to modify email headers as well
as adding custom ones.

Email Templates: This functionality provides the ability to the phisher to
create several email templates. These constitute the actual emails that will be
sent through the attack simulation. The user can choose the title of the email,
add a tracking image and modify the HTML content of the email. In the case
of traditional phishing, phishers can use an email template that is a replica of
a social media or a trustworthy email. In the case of spear phishing the phisher
can create a proper-business looking email targeting specific victims.

Landing Pages: This functionality provides the ability to the phisher to
create several landing pages on which the URLs attached to the email lead to.
These landing pages are plain HTML pages and data submitted to this form are
stored in GoPhish database. In addition, GoPhish provides the ability for the
redirection of the user to another webpage after her successful data submission.

Users & Groups: This functionality provides the ability to the phisher to
create, modify or delete individuals or group targets. The targeted groups can
also be bulk inserted via a csv file. Phishers can choose the name, the surname,
the email and the position of each victim.

Campaigns: This functionality provides the ability to the phisher to create
and send the actual phishing campaigns, by choosing an email template, the
landing page the template leads to and the targeting group. The data which
can be emerged form a campaign are the following.

— id: a unique alphanumeric identification for each victim.

— status: the last action performed by the victim.
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— ip: the victim’s IP.

— latitude: latitude is an angle (defined below) which ranges from 0° at the
Equator to 90° (North or South) at the poles.

— longitude: longitude is the measurement east or west of the prime merid-
ian. Longitude together with latitude specify the precise location of fea-
tures on the surface of the Earth.

— send_date: send_date expressed the date when the phishing email deliv-
ered to the victim.

— reported: this parameter receives two value True or False in order to
declare if this emails is reported by the victim.

— modified: this parameter presents the date when the email changes status
(e.g. the date when the victim opened the email).

— email: victim’s email where the email sent.
— first name: victim’s first name.
— last name: victim’s last name.

— position: by position we mean the victim’s level in the organisational
structure, (e.g. Chief Executive Officer).

The above functionalities can either be accessed via the Ul or manually through the
provided API.

4.2 SEAM Architecture

The SEAM architecture contains the five following entities as these are presented in
the the Figure[6] Through this proposed architecture we mainly focus on how to run
and evaluate a social engineering campaign via GoPhish. Specifically, we consider a
SEAM Control Center, an SMTP Server, a GoPhish Server, a Landing Page as well
as a Target Group.

First and foremost, the end-user who operates the GoPhish Server by sending
commands (launch, terminate a campaign, evaluate results) via the SEAM Control
Center to ti has to identify her Target Group. Once, this has been identified and
are known the emails, first names, last names and positions of the victims who
constitute it then she can upload them to the GoPhish platform. Consequently, the
end-user via the GoPhish Server has to develop the Landing Page.
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SEAM Control Center GoPhish Server SMTP Server Target Group Landing Page

mf B 8 & ©

1. Set-up Sending
Profile 2. Identity Target
Group

3. Collect Target
Group’s data

4. Import
Target Group’s data

5. Create email template

6. Create Landing Page

7. Launch the Campaign 8. SMTP

Communication

9. Send Email

10. Click on
attached URL

11. Open Landing
Page

12. Submit data

13. Forward
submitted data

14. Collect and
Store data

15. Request Collected data

16. Present data

:|17. Evaluate data

18. Terminate a
Campaign

Figure 6: SEAM Architecture

The GoPhish Server is an entity that has already installed the GoPhish applica-
tion. Moreover, it stores information about the participated Target Group as well
as visualises the results that emerge from each campaign. This server once receive
from the SEAM Control Center the respective command to launch a social en-
gineering campaign directly communicates with the Emails Server to send email
to the chosen Target Group. Once, the Target Group receives the email then starts
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interacting with the GoPhish Server based on her action. If she clicks on the at-
tacked malicious link then the she is redirected to the Landing Page. The Landing
Page is responsible to monitor the Target Group’s submitted data (username and
password) which are forwarded to the GoPhish Server.

Whenever, the campaign collects values that are enough, then the end-user of the
SEAM Control Center is responsible to terminate the campaign. Once the ter-
mination occurs, then the GoPhish Server visualises the collected results. Based
on these results the end-user can evaluate the examined organisation.

4.3 Install GoPhish and Run A Campaign

In this section we aim to present the steps in order to run a successful campaign via
the GoPhish application which is the chosen one for our proposed scheme. We present
the process from the scratch including how we installed GoPhish in our system. The
steps are enlisted below:

1. Install GoPhish in a Linux distribution. For SECONDO purposes we utilised
UBUNTU 20.04 LTS.

(a) Download the latest GO archive https://golang.org/dl/

(b) Extract the download GO archive sudo tar -C /usr/local -zzf go$ VERSION.30S-
$ARCH.tar.gz

Run the command openssl req -newkey rsa:2048 -nodes -keyout gophish.key
-509 -days 365 -out gophish.crt to start the certificate and key generation
process.

(k) Update config.json
“db_name” : “mysql”,
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“db_path” : “root:@(:3306)/gophish?charset=utf8&parseTime=True&loc=UTC”,

The format for the db_path entry is
username:password@(host:port) /database?charset=utf8&parse Time=True&loc=UTC

(1) Add the following line at the bottom of the file
[mysqld|
sql.mode=ONLY_FULL_GROUP_BY,STRICT_TRANS_TABLES,
ERROR_FOR_DIVISION_BY_ZERO,NO_AUTO_CREATE_USER,
NO_ENGINE_SUBSTITUTION

(m) Log into MySql and run the command CREATE DATABASE gophish
CHARACTER SET utfSmb4 COLLATE utfSmb/_unicode_ci;

(n) Run GoPhish gophish@gophish.dev:~/src/github.com/gophish/gophish$ . /gophish
2. Run a GoPhish campaign

(a) After Gophish starts up, you can open a browser and navigate to
https: //XXX. XXX.XXX.XXX:3333 (the page which hosts GoPhish) to
reach the login page. The Login Page is depicted in Figure [7]

O Menu | i Gophish - Login X g Q. o 5% |
& C 8 | G URL/ogin B> =
gophish Login

Please sign in

Figure 7: GoPhish - Log-in page
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(b) Import target Groups. The first thing thing we have to do before run a
campaign is to define our target group (who we aim to target). Assuming
we have already obtain an email list containing the emails that belong
to our targets, we start importing them into the GoPhish. Firstly, we
navigate to Users ¢ Groups and then press + New Group and the initial
emerged screen is presented in Figure [§]

New Group

Mama:

+ Bulk Import Users .

&= Add
Shonar 10 entries Search:
First Name Last Mame Email Position
Mo data available
im table
Showing 0 to 0 of D entries Previous =

Figure 8: GoPhish - New Group initial screen

i. Firstly, we give a unique name for the User Group which describes
the participated target group (e.g. SECONDO Simulation).

ii. Secondly we shall import the information of each victim (Name, Sur-
name, Email and Position) this is a record that represents an em-
ployee. For example the record (Harry, Potter, h.potter@org.com,
Student) represents an employee whose name is Harry, his surname
is Potter, his email is h.potter@org.com and his position is Student.
The insertion of the targeted emails can be manually or import a
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CSV file with the same fields. After inserting the target group then
the screen will be transformed as it is presented in the Figure [J] (the
presented data in Figure[J|are fictitious and have been generated only
for this section in order to avoid the exposure of the real participants’
personal data).

iii. Click “Save changes” and confirm the creation of the user group.

New Group

Mame:

SECOM DO _Simulstion

+ Bulk import Users

Showas 10 entries Search:
First Mame Last Name Email Paosition
Harry Potter j-pottern®@hog.org Student =
Hermione Granger h.granger@hon._ . Student |1}
Sewerus Snape s.snape@hong.... Professor =

Showing 1 to 3 of 3 entries Prewvious - Meact

Figure 9: GoPhish - User Group

(c) Create the template that will be presented in the malicious email. We
navigate to Email Templates and then press + New Template and the
initial emerged screen is presented in Figure[I0] In this step we can create
how the malicious email will appear to our victims. GoPhish provide us
with many features which can assist us to create an legible and legitimate
email that does not enable a victim to understand that this is a fraud. The
better context the email has the more believable will be by the victims.
This is the goal we want to achieve through a social engineering attack,
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to attract victim’s attention in order to monitor her behaviour and educe
her personal data. We can write our own code for a the template or we
can import an email for better accuracy.

Mew Template

LTearch

Hame

Figure 10: GoPhish - New Template

(d) Having already create the template, now we shall create the landing page.
We navigate to "Landing Pages” and then press “4+ New Page”. The
Landing Page represents the page where the victim will be redirected in
order to submit her data or to download a malicious file. This page can
be created by us or we can use an existing one as it is presented in the
Figure (11 Finally, we can capture the submitted data and passwords of
the victims based on our page.

3. Since, we have already successfully completed the above steps we can launch our
campaign. We navigate to “Campaigns” and then press “4+ New Campaign”.
Then we fill the form giving information about the campaign’s name, the emazl
template, the Landing Page, the URL, the scheduled day and time, the sending
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Mew Landing Page

P o e

B ot Sk

HTrL

3
]
f
ﬂ
g

Cmgprbure Solbar ittt Do e 65

Figure 11: GoPhish - New Landing Page

Mo rmee:

Ermail Termplebe:

Lewmch Cuake Send Ermeils By (Opticnel) 68
M ey 28th 2020, 5:08 pm

S=rding Profile:

Figure 12: GoPhish - Launch Campaign

47



S ECON DO Deliverable D3.1 “Pricing

Methods and Risk Modelling”

profile and finally the user group as it is depicted in the Figure After
providing the required information (based on the previous steps) then click
Launch Campaign to start sending the emails to the user group.

4. The final step after launching a campaign is to view and evaluate the results.
The results demonstrated briefly in the dashboard. Moreover, the results are
available in CSV file which presents who user did which action. The supported
action have already been analysed above.

4.4 Likelihood Determination

In order to achieve quantitative values for SECONDO purposes we executed two
successful campaigns in one of our partners in order to collect results for this par-
ticular Deliverable. Moreover, as it is mentioned in the Table [11] we have to obtain
quantitative values in order to express the likelihood of successful phishing attack
Ro to an organisation O. In addition, we have to collect quantitative values in order
to reflect the likelihood of occurrence of a threat P; to an employee 1.

For achieving a quantitative and precise risk analysis we shall obtain real data results
which answer two questions, the first one is ” Who is being attacked in an organisa-
tion?” and the last one is ” Which is the probability for a success full cyber-attack in
an organisation?”. The answers of the above questions shall be adaptable to a Small
and Medium Enterprise (SME) as well as to a big corporation. This means what we
should know who in an organisation is really under attack and the reason they are
under attack. This information includes knowledge that uncurls data related to their
roles, what data they have access and an estimation of their potential exposure. For
the purpose of the project, we separate an organisation in the following four different
levels: 1) Executives: is a group of employees who set the plan for the organisation
to succeed and are also responsible for the organisation’s failure. The plan for success
not only clarifies the following strategy, but also engraves organisation’s culture for
innovation, employee motivation and management style.

ii) Upper Management: is a set of employees within the organisation having
one tier of management above (Ezecutives), and multiple layers of employees below.
They frequently report to the set of FErecutives and are responsible not only to
manage the day-to-day activities of the business by setting direction in line with the
overall business strategy but also for the emerged financial results within their area.
Moreover, they set goals and objectives they are responsible for the spending within
their department.
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Upper Management

/ Management \

Contributors

Figure 13: Organisation Hierarchy

iii) Management: is a set of employees that run the day-to-day operations, manage
the largest number of employees and have the greatest ability to influence success
of the company’s goals and targets and frequently they report the set of Upper
management. Moreover, they do not design any strategic direction instead they
implement the planned in advance action plan and manages it across their employee
base.

iv) Contributors: is a group of employees who run the every day tasks of the
organisation. They report daily on the Management group. They are assigned with
a specific type of work. The hierarchy of an organisation based on the aforementioned
differentiation is depicted in the Figure [I3] Integrating this hierarchy, we pick our
target group and fulfil the targeting phase of social engineering.

For quantitative probabilities that answer our first question we follow the white paper
from Proofpoint [42] that summarises data about cyber attacks and especially from
phishing attacks. The results are depicted in the Figure [14. From their report we
emerged that Contributors and Management accounts were highly targeted during
malware and phishing attacks. However, these results express the targeted accounts
based on the emails the have received not based on frequency they receive phishing
emails. We aim to utilise this information for the Risk Determination Process.

Since we successfully achieved to obtain quantitative values for answering the first
question “Who is being attacked in an organisation?” we should proceed finding
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Likelihood of occurence of a threat to an organization.

27%

6%

40%

I Contributors

Il Upper Management
I Management

[ | Executives

Figure 14: Likelihood of occurrence of a threat.

quantitative values for the second question “Which is the probability for a success
full cyber-attack in an organisation?”. For answering this question we executed
two campaigns in one our partners. The GoPhish campaigns provide us with five
different activity status as these are presented in Section [£.1.1} As successful attack
we declare the following actions: i) Link Clicked: The link which is attached on
the email was clicked. This is a dangerous action than can jeopardise organisation’s
confidentiality, integrity and availability. This is a successful phishing-attack and ii)
Submitted Data: The victim submitted data on the fraud website. This actions
sets in danger the organisation’s confidentiality, integrity and availability. This is
a successful phishing attack. We run the campaign sending a fishing email to 42
employees.

While we define as unsuccessful attack the following actions: i) Email Reported:
The email received and was reported by the user. This action has no harm to
the organisation and the cyber-attack is unsuccessful; ii) Email Sent: The email
received by the victim however this was not opened. This action has no harm to the
organisation and the cyber-attack is unsuccessful; iii) Email Opened: The email
received and opened by the victim without taking any other actions on it. This
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action has no harm to the organisation and the cyber-attack is unsuccessful.

We express O as the set of organisation which contains the subsets of Contributors
C, of Upper Management U/, of Management M and of Executives X, where O =
{C,U, M, X}. We recognise that each level of the organisation is an independent
set, so that and these subset have not common values, so that CNU =0, CN M =
0, CNnX =0, UNM=0, UNX =0 and MNX = (. Moreover, we denote
R; the likelihood to click the attached link as well as R, the likelihood to submit
data on the malicious web-page. In addition, we denote as R, the likelihood to
report the phishing email, as R, the likelihood to not open the phishing email an
as R, the likelihood to just open the email. Furthermore, we assume that each
probability is independent since an employee cannot be at the same time in two
different situation, she can be in online one status. Moreover, we declare that the
likelihood of a successful cyber-attack Rs to a subset of an organisation § is equal
to the union of the likelihood to click the attached link together with the likelihood
to submit data to the malicious web-page, this is depicted in the equation

Rs=P,UP,=P,+P —P,nP,=P.+P, (3)

Furthermore, we compute the likelihood of achieving an unsuccessful cyber-attack
RE« which is equal to the union of the likelihood to report the received email together
with the likelihood to not open the phishing email and the likelihood to just open the
received malicious email, this is depicted in the equation 4l The Figure depicts
through a Venn diagram how the aforementioned probabilities are located in the
space of each subset.

RY =1-Rs = 1-(P,UP,)) = R,UR,UR,, = R,+R.+Ryy—R,NR.NRy, = Ri+R.+ Ry,
(4)

We run a campaign to one of our partners and 42 employees participated. Each level
(Contributors, Management, Upper Management and Executives) was represented
with many employees, 18 employees were registered as Contributors, while the roles
of Management and Upper Management were assigned to 10 and 8 respectively and 6
employees were charged as Frecutives. The results from the campaign are presented
in the Table [9] which reflects the action in conjunction with the number of employees
of each level who did it.

Since we assume that each subset is independent we have to compote superlatively
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Likelihood Distribution in an employee set

Submitted
Data

Email - Likelihood of not achieving
Reported a successful phishing attack.

- Likelihood of achieving a
successful phishing attack.

Figure 15: Likelihood distribution.

Action Contributors | Management | Upper Management | Executive
Email Reported 0 0 0 0
Email Sent 2 0 2 2
Email Opened 6 2 2 2
Link Clicked 2 3 0 0
Submitted Data 8 5 4 2
Total Employees 18 10 8 6

Table 9: GoPhish Campaign

each likelihood of GoPhish actions which will lead us to the calculation of the like-
lihood of having a successful phishing attack to the organisation. To calculate each
likelihood R,,, of occurrence of an action m to the subset S then we utilise the total
number of cases which is divided by the total number of employees who constitute
this subset, this is expressed by the equation .

Total number of cases m in this subset

Total number of employees who constitute this subset (5)
Applying the equation [5] to each subset of the organisation, the likelihoods of occur-
rence of each GoPhish action fluctuate. Moreover, performing the equations and
(E[) we receive the likelihood for having a successful and an unsuccessful phishing at-
tack to each subset respectively. The results are analysed below and summarised in

52



S ECON DO Deliverable D3.1 “Pricing

Methods and Risk Modelling”

the Table[10] For the subset C which represents the organisation level of Contributors
we educe the following likelihoods from our campaign.

Likelihood to report the phishing email: R, = 1% =0

Likelihood to not open the phishing email: R, = 138 =0.111
Likelihood to just open the email: R, = 1% = 0.333

Likelihood to click the attached link: R; = 138 =0.111

Likelihood to submit data on the malicious web-page: R, = 1% = 0.445

Likelihood of a successful phishing-attack:
Re = R+ R, = 0.111 4 0.445 = 0.556

Likelihood of an unsuccessful phishing-attack:
RS =R, +R.+ R, =0+0.111 +0.333 = 0.444

For the subset M which represents the organisation level of Management we educe
the following likelihoods from our campaign.

Likelihood to report the phishing email: R, = 1% =0

Likelihood to not open the phishing email: R, = 1% =0

Likelihood to just open the email: R, = 1—20 = 0.20

Likelihood to click the attached link: R, = 1—30 =0.30

Likelihood to submit data on the malicious web-page: R, = % = 0.50

Likelihood of a successful phishing-attack:
Re=R+R,=03+05=0.8

Likelihood of an unsuccessful phishing-attack:
RE=R.+R.+R,=0+0+02=02

For the subset & which represents the organisation level of Upper Management we
educe the following likelihoods from our campaign.

Likelihood to report the phishing email: R, = g =0
Likelihood to not open the phishing email: R, = % =0.25
Likelihood to just open the email: R, = % =0.25
Likelihood to click the attached link: R; = % =0
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Likelihood Contributors | Management | Upper Management | Executives

Report Email 0 0 0 0
Email Opened 0.333 0.2 0.25 0.334
Email Sent 0.111 0 0.25 0.333

Link Clicked 0.111 0.3 0 0
Submitted Data 0.445 0.5 0.5 0.333
Successful Phishing Attack 0.556 0.8 0.5 0.334
Unsuccessful Phishing Attack 0.444 0.2 0.5 0.666

Table 10: Overall likelihood results

e Likelihood to submit data on the malicious web-page: R, = % =0.5

e Likelihood of a successful phishing-attack:
Re :R1+R]:0.25+0:0.25

e Likelihood of an unsuccessful phishing-attack:
RE =R, +R.+ R, =0+0.37540.25 = 0.63

For the subset X which represents the organisation level of Ezecutives we educe the
following likelihoods from our campaign.

e Likelihood to report the phishing email: R, = % =0

e Likelihood to not open the phishing email: R, = % = 0.333

e Likelihood to just open the email: R, = % = 0.333

e Likelihood to click the attached link: R, = % =0

e Likelihood to submit data on the malicious web-page: R, = % =0.334

e Likelihood of a successful phishing-attack:
Re =R+ R,=0.334+0=0.334

e Likelihood of an unsuccessful phishing-attack:
RE =R, + R.+ R, =0+0.33 +0.33 = 0.666

Having calculated the likelihoods of an employee being targeted and exploited by a
social engineering attack, in the next section, we aim to calculate the risk per asset
based on number of employees using it. We achieve this utilising the risk model
(proposed in section [5)) and the asset valuation method (refer to section . Finally,
we visualise the obtained results for comprehensive understanding of the exposed
risks.
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5 RAOHM

The Risk Analysis Ontology and Harmonisation Module is part of the QRAM and
receives the outcomes of the existing risk analysis tool as well of the SEAM, and
harmonises them using a common vocabulary. RAOHM combines the outcome of
the OLISTIC and the SEAM in order to provide an harmonised result that will feed
the Econometric Module (to be developed in the later stages of SECONDO).

Risk analysis is a determination of risk to the system, an analysis that requires the
consideration of closely interwoven factors, such as the security controls in place for
the system under review, the likelihood that those controls will be either insufficient
or ineffective protection of the system, and the impact of that failure [43]. Tt is
not feasible to accurately calculate the loss posed by a successful cyber-attack of
a specific vulnerability without taking under consideration the effectiveness of the
security control that have been implemented to mitigate or eliminate the potential
loss for such an exploitation; nor the threat’s motivation, opportunity, and capa-
bilities, which contribute to the likelihood of a successful attack; nor the impact to
the system and organisation should successful exploitation of a vulnerability occur.
Risk analysis is conducted through four steps steps which are executed nearly sim-
ulated since due to these are linked to each other: i) control analysis; ii)likelihood
determination; iii) impact analysis and iv) risk determination.

Control analysis is a process which defines the controls being used to protect the
system under examination. The results are used to reinforce the determination of the
likelihood that a specific threat might successfully exploit a particular vulnerability.
This step is derived by OLISTIC and SEAM.

Likelihood determination is the process that considers a threat’s source moti-
vation and capability to exploit a vulnerability. For example, if a threat is highly
motivated and sufficiently capable, and controls implemented to protect the vulner-
ability are ineffective, then it is highly likely that the attack would be successful.
This step is executed by SEAM.

Impact analysis is a process that is used to determine the possible impact. The fac-
tors that contribute to impact determination as the impact to the systems, data, and
the organisation’s mission. This is provided by the examined organisation through

OLISTIC.

Risk determination is a process that is executed once the rating for the likelihood
and impact have been carefully determined. This step is executed through RAOHM.
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Symbol | Description

ol Set of employees of an organisation O.

P; The likelihood of occurrence on a threat to an employee i.
A The set of assets.

L; Expected loss from employee 1.

1, Asset value of the asset a.

Table 11: List of Symbols

5.1 System Model for user behaviour

Our model assists in computing the expected loss L for an organisation due to a suc-
cessful cyber attack. We assume U be the set of potential user groups u consisting of
employees of an organisation O including in an organisational network, U € Z;. We
denote & as the set of employees i where £ = {i : i € U}. In addition, users belonging
to a specific user group have the same privileges to the organisation structure.

Each employee u of a user group u has the same degree of susceptibility towards an
attack as the user group she belongs. We express P; as the likelihood of occurrence
of a threat to a specific employee i, where P, = [0,1]; P, € R [43]. Also, we denote
the likelihood of a successful exploitation of a cyber-attack as to an employee ¢ as

Each user is associated with one or more than one assets that belong in the organ-
isation O. We denote A the set of the assets which belong to an organisation O,
the assets as a, where a € A, A € Z!. The tuple (i,a4,...,a,) is called an em-
ployee record and describes the assets that are used by an employee, each asset can
be used by more than one employees. Each asset a is characterised by an Impact
value I, which is a range of values in monetary units; in our scheme we utilise the
maximum value of the range. We calculate the risk using the well-known risk assess-
ment formula containing the likelihood of a threat event’s occurrence, the successful
exploitation of the target likelihood and potential adverse impact should the event
occur [45], as it is presented in the equation (6]).

o6



S ECON DO Deliverable D3.1 “Pricing

Methods and Risk Modelling”

Store

7 <] Un-harmonized Data [~ <] HarmonizedData [ N Harmonized Data [/ N
AN / AN / AN / AN /

Figure 16: General Overview of RAOHM architecture

risk =(likelihood of being attacked) x (probability of successful attack)x  (6)
(probable loss)

In our scheme the total risk is calculated based on human behaviour for the assets
and the relationship between them and organisation’s employees. By this, we mean
that an employee may use more than one assets as well as an assets may be used by
more than one employees. Risk in our scheme is defined as expected loss that derives
from the equation [6] where the probable loss is expressed in monetary units ranges.
Hence, the total expected loss is given by the sum of the maximal expected losses
[46].

We express the L; as the expected loss associated with a specific user 4, the L, as
the expected loss associated with a specific asset a. Moreover, we define the L, ;
as the expected loss associated with a specific asset a and a specific employee 1.
Furthermore, we calculate the overall risk associated to a specific asset a utilised by
an employee i € £ based on the equation [7}

La,i =P x Ry x I, (7)

In addition, we compute the expected loss of the asset a which is used by the employee
i as it is presented in the equation

L=) L, (8)

acA

5.2 Workflow Architecture

In order to operate correctlyy, RAOHM architecture needs multiple components to
interact to each other. In Figure[16] a general overview of the RAOHM architecture
in the context of data analysis is presented. In Figure we provide a detailed
description with the required functionalities of each component.

The RAOHM reference platform components are the following:
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Data Collector

Beats Data Processor
Social Engineering . . . R
Pyhton Scripts i Data Analysis and Visualization
Assessment Module y P’ Data Indexing and Storage Y
— T Data Ingestion —_—
Parse Data uery Data
ouisTic | Logstash > Elasticsearch Query > Kibana

Risk Assessment Tool

Figure 17: RAOHM components and their functions

Data Collector

Data Processor
e Data Indexing and Storage
e Data Analysis and Visualisation

RAOHM is designed to be able to handle big data as well as to support real time
analysis in case of new findings. This scheme is applicable to many organisation with
different structure.

5.3 Functionalities

Data Collector: The data collector resides in a server, is used by the operators
of the risk analysis and are responsible for collecting as well as measuring variables
of interest. A Data Collector is able to present results as raw data which are the
primary data collected from a source or filtered which are organised, user-friendly
and more eligible than the raw data.

Data Processor: The Data Processor resides in a server, different than the Data
Collector, is used to transform data from different source. Data Processor has to
handle each record in the coming data. Once, the record has been transformed then
the Data Processor processes the next record.

Data Indexing and Storage: The Data Index is a data structure that improves
the lookup of data a database table. Data Storage is the persistence and management
of massive amounts of data in a scalable way that satisfies the needs of applications
that require fast access to the data [47].

Data Analysis and Visualisation: The Data Visualisation is the process of graph-
ical representation of the transformed data. Data Visualisation enhances the Data
Analysis process with the goal of discovering useful information, information conclu-
sions and supporting decision-making.
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The RAOHM architecture is based on the following main pillars:

e SECONDO aims at designing an harmonisation module using a common vo-
cabulary in order to harmonise different data which is output of more than one
different sources.

e RAOHM is expected to be adjustable to different scale of organisations by
being able to handle small, medium and massive amounts of data.

e RAOHM is expected to provide quantitative and harmonised values to the
end-user for a better data analysis.

e SECONDO will design but also implement RAOHM in a way to generate results
that will feed the Econometrics Module.

e RAOHM has to receive the output of existing risk analysis tools, as input.

e RAOHM has to receive the output of the Social Engineering Assessment Mod-
ule (SEAM), as input.

¢ RAOHM must recognise potential loss regarding both intangible and tangible
assets.

e RAOHM should perform asset identification.

5.3.1 Data Collector

The Data Collector is an entity that represents the process which is responsible to
collect information from different sources and then to forward them to the Data
Processor. In our scheme, the collector consists of two different technologies that
collect data, GoPhish as well as OLISTIC, and Beats to forward them to the Data
Processor. Each technology is installed in different servers that reside in premises
of two of our organisations. Each server is responsible for specific tasks, after the
completion of these tasks then they forward their results to Data Processor in order
to harmonise the data. Moreover, throughout the interior functions which are used
we achieve to monitor the system in case where new values have emerged, e.g. risk
analysis of a new asset.

Gophish is responsible to run campaigns against the employees who conclude an
organisation. The campaigns, as will be discussed later, provide specific metrics
demonstrating the current behaviour of the users who participated. Once, the cam-
paigns are finished then Beats takes on by reading from the results from GoPhish
and then by shipping to a particular instance of Data Processor.
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Furthermore, there is OLISTIC which is responsible to vulnerability assessment to
assets of the examined organisation. OLISTIC receives as input the assets and au-
tomatically finds the threats which could occur on each registered asset. Finally, the
results from it are processed by Beats which forwards them to a particular instance
of Data Processor.

5.3.2 Data Processor

The Data Processor entity is responsible for receiving data from different sources
in different form, harmonising them and then send them to the storage place. In
our proposed scheme, the processor consists of two different technologies that assist
the data process, Logstash and Python Scripts. Both technologies are installed on
the same server and reside to the same premises where the GoPhish implementa-
tion resides. After the receipt of the data, the Data Processor via interior function
calculates the overall risk of the examined organisation.

Firstly, Logstash is the Data Processor’s instance and is utilised as a data pipeline to
fetch data from different sources. Also, it is responsible to send later the transformed
data to the Elasticsearch which is part of the Data Indexing and Storage entity.
The Python Scripts constitute the core of RAOHM. These scripts are responsible for
jointly receive files from different sources (GoPhish and OLISTIC), and harmonise
them based on a common vocabulary.

5.3.3 Data Indexing and Storage

The Data Indexing and Storage entity is responsible for storing data in the form of
records. This entity contains only one technology, the Elasticsearch. Elasticsearch is
a scalable engine that is responsible to efficiently search and analyse huge amounts
of data. Also, it sends data to Kibana which is a particular instance of the Data
Analysis and Visualisation entity.

5.3.4 Data Analysis and Visualisation

The Data Analysis and Visualisation entity is responsible for visualizing the trans-
formed data. So that, only the Kibana is utilised. Kibana is a data visualisation
tool for logs and analytics. It offers many visualisation offers such as histograms,
line graphs, pie charts, heat maps, and built-in geospatial support. This assists the
end-user of RAOHM to evaluate the results and feed other parts of SECONDO
platform.
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5.4 Execution

Here we aim to describe how RAOHM execution will occur including all participants
and its operations. The flow diagram of RAOHM is presented in Figure Firstly,

Start

v

v
Run GoPhish ( Identify )
campaign . Assets |
v 7
[Idengfy Targeq (Define Impact)
roup . Value |
Y ( ¢ )
[Send Phishing Run Olistic End
Emails > 7
( Vulnerabilty ) T

| Assessment | [Overall Risk

Calculation |
A

A 4

RAOHM ]—)[Analyze Data

[ Collect and

Evaluate Data

Figure 18: RAOHM Flowchart

the operator of RAOHM shall Run a GoPish Campaign. In order to do it, she
must identity its target group and then the phishing emails will be automatically
sent. One the emails delivered on the victims and they start interacting with them,
then the handle can terminate the GoPhish campaign. If the campaign has been
successfully terminated then she collects and evaluates the data. Parallel, the risk
assessment team identifies the assets of the organisation which is under examination
and the impact value per asset is defines. Once, these task have been terminated then
OLISTIC is launched to provide the vulnerability assessment. Since both OLISTIC
and Gophsish campaigns have been terminated then their outputs constitute the
input of RAOHM. Then the handler of RAOHM can analyse the exported data and
calculate the overall risk of the examined organisation.
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5.5

Relevant File Structure

Here we aim to describe and present the files that are utilised by by RAOHM to
achieve its final goals. Moreover, we describe how these files communicate and assist
the achievement of the final result. The utilised files are enlisted below:

1.
2.

5.6

constants.py: contains the required variables which are used to the rest files.

collect.py: communicates with the GoPhish API, pulls and stores all the
generated files from the GoPhish campaigns to a local folder.

. join.py: reads all the stored campaign files and creates one files containing

their join.

seam_process.py: locates the SEAM.csv file and process by adding two
columns: a) the first one is a column that represents the likelihood of an
employee to be attacked based on her role (Executive, Upper management,
management and Contributor); b) the last one is a column that expresses the
likelihood of being exploited.

. risk_determination: reads both the updated SEA.csv file and the olisitic.csv

file. Firstly, if separates the column of impact value in two different column in
order to distinguish the minimum and the maximum of it. Later, it separates
the column that describes the employees who use each asset. Once, this is
done, it transfers the values of likelihood of being attacked and likelihood of
being exploited form SEAm.csv file to the olistic.csv file. Once, this transfer is
successfully done then the overall risk is calculated.

. harmonize.py: call the collect.py, joinh.py, seam_process.py along with the

risk_determination.py to start preparing the risk calculation.

SEAM.csv: contains the results from one or more GoPhish campaigns. The
SEAM.csv before the execution of seam_process.py is depicted in the Figure
and its state after the execution of seam_process.py is depicted in the Figure

[9bl

. olistic.csv contains the results from the OLISTIC tool.

Usecase Risk Calculation

In order to analyse the data related to risk we should visualise them. To achieve
it we use the final csv file created by RAOHM containing the information about
the risk related to each asset. The final csv file by RAOHM contains data which

62



SECONDO

Deliverable D3.1 “Pricing
Methods and Risk Modelling”

id status First Mame Last Mame |email position
empl Email COpencd Firstnamel Lastnamel empl@email.com CONTRIBUTOR
emp2 Email Sent Firstname2 |[Lastname2 emp2@email.com CONTRIBUTOR
emp3 Email Opened Firstname3 Lastname? |emp3@email.com UPPER_MAMNAGEMEMNT
empd (Clicked Link Firstname< Lastname4 empdd@email.com MAMAGEMENT
empS Submitted Data FirstnameS |[LastnameS empS@emaill.com UPPER_MAMNAGEMEMNT
empb Submitted Data Firstname6 |[Lastnamet empG@email.com CONTRIBUTOR
empy Submitted Data Firstname? Lastname? emp7@email.com CONTRIBUTOR
empd Clicked Link Firstnameg |[Lastname8 emp8@email.com MAMNAGEMENT
emp9 Submitted Data Firstname9 |[Lastname9 empS9@d@email.com CONTRIBUTOR
emplD Submitted Data Firstnameld LastnamelD emplO@email.com |[(CONTRIBUTOR
empll Submitted Data Firstnamell Lastnamell emplli@email.com EXECUTIVES
empl2 Email Opened Firstnamel?2 Lastnamel? empl2@email.com EXECUTIVES
empl3 [Submitted Data Firstnamel3 Lastnamel3d empl3@email.com UPPER_MANAGEMEMNT
empld [Clicked Link Firstnameld Lastnameld empld@email.com MANAGEMENT
empls Submitted Data Firstnamels5 Lastnamels emplS@email.com MAMAGEMEMNT
emplé Emaill Sent Firstnamelt6 Lastnamels emplé@emall.com EXECUTIVES
empl? [Clicked Link Firstnamel7 Lastnamel? empl7@email.com CONTRIBEUTOR
emplg8 [Email Sent Firstnamelg Lastnamel8 empl8@email.com UPPER_MAMNAGEMEMNT
emple Emaill Opened Firstnamel9 Lastname19 empl9@emall.com CONTRIBUTOR
emp20 Email Opened Firstname20 Lastname20 emp20@email.com |[MANAGEMENT
emp2l Email Opened Firstname2l Lastname2Zl empZl@email.com CONTRIBEUTOR
empz22 Email Opened Firstname22 Lastname2Z empZ2@email.com CONTRIBUTOR
emp23 |[Email Sent Firstname23 Lastname?23 empZ23@email.com CONTRIBUTOR
emp24 Email Opened Firstname24 LastnamezZ4 empZ4@email.com UPPER_MAMNAGEMENT
emp2S Submitted Data |[Firstname25 Lastname2s empZS@email.com MANAGEMENT
emp26 [Submitted Data Firstname2s Lastname26 emp26@email.com UPPER_MANMNAGEMEMNT
emp27 Submitted Data |FirstnameZ7 Lastname27 emp27@email.com CONTRIBUTOR
empz28 [Submitted Data Firstname2Z8 Lastnamez2g8 emp28@email.com [CONTRIBUTOR

(a) SEAM.csv before seam_process.py
id status First Name |Last Name email position pr_attack |pr_exploit_attack
empl Email Opened Firstnamel |[Lastnamel empl@email.com CONTRIBUTOR 0.4 0.5555555555556
emp2 Email Sent Firstname?2 |Lastname?2 emp2@email.com CONTRIBUTOR 0.4/ 0.5555555555556
emp3 Email Opened Firstname3 |Lastname3 lemp3@email.com UPPER_MANAGEMENT 0.27 0.5
empd Clicked Link Firstname4 |Lastname4 |empd@email.com MAMNAGEMENT | 0.27 0.8
emp5  Submitted Data Firstname5 Lastname5 empS@email.com UPPER_MANAGEMENT 0.27 0.5
empt  Submitted Data Firstname6 Lastnamet6 empG@email.com CONTRIBUTOR 0.4 0.5555555555556
emp? Submitted Data Firstname7? Lastname? lemp7@email.com CONTRIBUTOR 0.4/ 0.5555555555556
emp8 Clicked Link Firstnames8 |[Lastnamed emp3@email.com MANAGEMENT 0.27 0.8
emp2 Submitted Data Firstname® Lastname9 lemp9@email.com CONTRIBUTOR 0.4/ 0.5555555555556
empld Submitted Data FirstnamelO LastnamelO emplO@email.com CONTRIBUTOR 0.4| 0.5555555555556
empll Submitted Data Firstnamell Lastnamell empll@email.com EXECUTIVES 0.06| 0.3333333333333
empl2 Email Opened Firstnamel2|Lastnamel2 empl2@email.com EXECUTIVES | 0.056| 0.3333333333333
empl3 Submitted Data Firstnamel3 Lastnamel3 empl3@email.com UPPER_MANAGEMENT 0.27 0.5
empld4 Clicked Link Firstnamel4/Lastnamel4 empld4@email.com MANAGEMENT 0.27 0.8
empl5 Submitted Data Firstnamel5/ Lastnamel5 empl5@email.com MANAGEMENT 0.27 0.8
empld Email Sent Firstnamel6|Lastnameld emplG@email.com EXECUTIVES 0.06| 0.3333333333333
empl? Clicked Link Firstnamel7|Lastnamel? empl7@email.com CONTRIBUTOR 0.4 0.5555555555556
empld Email Sent Firstnamel8|Lastnamell empl8@email.com UPPER_MANAGEMENT 0.27 0.5
empld® Email Opened Firstnamel8|Lastnamels empl3@email.com CONTRIBUTOR 0.4| 0.5555555555556
emp20 Email Opened Firstname20|Lastname20 emp20@email.com MAMNAGEMENT 0.27 0.8
emp2l Email Opened Firstname2l/Lastnamez2l emp2liemall.com CONTRIBUTOR 0.4/ 0.5555555555556
emp22 Email Opened Firstname22|/Lastname22 emp22@email.com CONTRIBEUTOR 0.4| 0.55555565555556
emp23 Email Sent Firstname23|Lastname23 emp23i@email.com CONTRIBUTOR 0.4 0.5555555555556
emp24 Email Opened Firstname24/Lastnamez24 emp24@email.com UPPER_MANAGEMENT 0.27 0.5
emp25 Submitted Data |Firstname25/ Lastname2s emp25@email.com MANAGEMENT 0.27 0.8
emp26 Submitted Data Firstname26 Lastnamez26 emp26@email.com UPPER MANAGEMENT 0.27 0.5
emp27 Submitted Data Firstname27 Lastname27? emp27@email.com CONTRIBUTOR 0.4| 0.5555555555556
emp28 Submitted Data Firstname?28 Lastname28 emp28@email.com CONTRIBUTOR 0.4| 0.55555555556556

(b) SEAM.csv after seam_process.py

their combination can provide many interesting information. However, here we will
present results through them we can deduce interesting data about examined organ-
isation’s culture, approach, cyber awareness and employees’ behaviour since they are
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responsible for the successful exploitation of many attacks form the common history.

Min Risk
Sum of Risk Min Risk Max Risk
(a) Overall Risk (b) Minimum Risk (¢) Maximum Risk

Figure 20: Risk Visualisations for SME from Kibana

These results are the following:

(i) Overall risk: represents the overall risk that characterises the examined organ-
isation and comes from the aggregation of each calculated risk (see Figure ;

(ii) Minimum Risk: describes the minimum risk that the organisation has to cope
with (see Figure ;

(iii) Maximum Risk: describes the estimated maximum risk that the organisation

has to cope with (see Figure 20d);

(iv) Overall Risk per Asset Name: describes the overall risk per asset taking

under consideration that each asset is used by more than one employees realising the
asset which is in most risk (see Figures and [21b));

(v) Overall Risk per Asset Category: represents the overall risk per asset cat-
egory taking under consideration that each asset type more than one unique assets

(see Figure [22al);

(vi) Overall Risk per Role: represents the overall risk per role taking under
consideration that each role is responsible for many various operations uses more
than one different assets than belong in different asset types (see Figure :

(vii) Overall Risk per Employee: depicts the overall risk per employee taking
under consideration that each employee utilises assets that belong in different asset

types (see Figure and 230]
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6 Conclusions & Future Work

Deliverable D3.1 “Pricing Methods and Risk Modelling” presents the Risk Analy-
sis Ontology and Harmonisation Module that is a vital module of the SECONDO
project as we have already mentioned on the D2.1 “Technical requirements and ref-
erence architecture”. In this deliverable we presented the stat of the art methods for
pricing tangible and intangible digital assets as well as we proposed our innovative
formula that is adaptable to many different organizational environments. Moreover,
we analysed how we achieve to determine the overall risk of an organisation by pro-
viding detailed formulas and explaining in depth each parameter. Utilising, state of
the art techniques we harmonised data from different sources (SEAM and OLISTIC)
aiming to providing a detailed output information that is valuable to other modules
like CRMM, ECM and GTM which will be executed based on this. The final output
has been visualised in depth emerging interesting information about the examined
organisation. Furthermore, well-know tools like GoPhish and OLISTIC have been
directly in order to generated required data. The utilisation of these tools assists
RAOHM to provide more accurate and advanced results.

For future work, we aim to successfully develop the ECM providing estimates of
all kinds of costs of potential attacks and taking into account costs, (i.e. purchase,
installation, execution, etc.), of each possible security control using a set of existing
econometric models integrating the results of the Asset Pricing of this deliverable.
In addition, the implementation of GTM that models all possible attacking scenarios
and defensive strategies, (i.e. available security controls), by employing attack graphs
utilising the results from the Asset Pricing of this deliverable. Finally, we will finalise
the CRMM that assesses on a continuous basis the performance of the implemented
risk-reducing cyber security controls allowing the adaptation of the cyber insurance
contract to the changing I'T environment and the evolving cyber threat landscape
using the output of RAOHM.
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