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networking era

SECONDO consortium, proudly announcing that WP 2 “Requirements,
Business Cases and Architecture” has been completed with great suc-
cess. It managed to collect, select and assemble detailed information
from user groups to define users, usage, and business requirements of
the SECONDO platform. The use of appropriate tools helped in transla-
tion of the operational needs of SECONDO stakeholders to technologi-
cal requirements. The reference platform architecture of SECONDO
delivered and complies with the functional and non-functional require-
ments.

SECONDO use cases are the following:

¢ Human susceptibility to cybersecurity breaches in loT-enabled
smart home

¢ Optimal Patching of Airport Cyber Infrastructures
¢ Cyber Insurance for Innovative SME
¢ Cyber Risk Transfer in Maritime Industry

As we are in the middle of WP 3 “Quantitative Risk Analysis and Data
Analytics”, SECONDO consortium is still in progress. The specific work-
ing package focuses on the valuation of digital assets that might be
categorized as both tangible and intangible.

This project has received funding from the European Union’s H2020-MSCA-RISE-2017

program under grant agreement No 823997.


https://secondo-h2020.eu
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Quantitative Risk Analysis and Data Analytics

The progress of WP3 “Quantitative Risk Analysis and Data Analytics” as it is in progress will focus on the valu-
ation of digital assets that might be categorized as both tangible and intangible. Its outcome will feed the
Econometrics Module.

Will provide the Quantitative Risk Analysis Metamodel (QRAM) that quantitatively estimates the exposed
cyber risks. It will then design the Risk Analysis Ontology and Harmonization Module (RAOHM).

Furthermore, will give the intelligent Big Data Collection and Processing Module (BDCPM) that acquires risk
related data either from internal organizational sources, e.g. network infrastructure, Security Information
and Event Management (SIEM), log files, users’ interaction, etc., or external sources, e.g. social media and
other internet-based sources, including Darknet, using specialized crawlers.

@ seconpo

This project has received funding from the European Union’s H2020-MSCA-RISE-2017
* 4k program under grant agreement No 823997.
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NEWS AND EVENTS

.€U event in Athens

Hacking Democracy

This project has received funding from the European Union’s H2020-MSCA-RISE-2017
* 4k program under grant agreement No 823997.
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https://secondo-h2020.eu/2019/11/18/%ce%b5%cf%85-event-in-athens/
https://secondo-h2020.eu/2019/11/18/%ce%b5%cf%85-event-in-athens/
https://secondo-h2020.eu/2019/12/01/hacking-democracy/
https://secondo-h2020.eu/2019/12/01/hacking-democracy/
https://secondo-h2020.eu/2019/12/22/secondo-plenary-meeting/
https://secondo-h2020.eu/2019/12/22/secondo-plenary-meeting/
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Research, Training & E'ducation
on Cyber Security

Systems Security Laboratory

pepartment of Digital Systems

University of Piracus, Greece

prof. Christos Xenakis

SECONDO at the Critical Infrastructure Security and Resilience (CISaR)
Workshop, Norway

This project has received funding from the European Union’s H2020-MSCA-RISE-2017
* 4k program under grant agreement No 823997.
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https://secondo-h2020.eu/2020/02/06/secondo-at-the-critical-infrastructure-security-and-resilience-cisar-workshop-norway/
https://secondo-h2020.eu/2020/02/06/secondo-at-the-critical-infrastructure-security-and-resilience-cisar-workshop-norway/
https://secondo-h2020.eu/2020/02/06/secondo-at-the-critical-infrastructure-security-and-resilience-cisar-workshop-norway/
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SECONDO at the Safer Internet Day 2020, Cyprus

This project has received funding from the European Union’s H2020-MSCA-RISE-2017
* 4k program under grant agreement No 823997.
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https://secondo-h2020.eu/2019/12/13/mastering-enterprise-management-and-secondo/
https://secondo-h2020.eu/2019/12/13/mastering-enterprise-management-and-secondo/
https://secondo-h2020.eu/2020/02/14/secondo-at-the-safer-internet-day-2020-cyprus/
https://secondo-h2020.eu/2020/02/14/secondo-at-the-safer-internet-day-2020-cyprus/
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SECONDO at the 7th Information Security Conference

This project has received funding from the European Union’s H2020-MSCA-RISE-2017
* 4k program under grant agreement No 823997.
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https://secondo-h2020.eu/2020/02/18/246/
https://secondo-h2020.eu/2020/02/18/246/
https://secondo-h2020.eu/2020/02/24/secondo-at-the-7th-information-security-conference/
https://secondo-h2020.eu/2020/02/24/secondo-at-the-7th-information-security-conference/
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UPCOMING DELIVERABLES

D3.1 Pricing Methods and Risk Modelling

D3.2 Big Data Collection and Processing

D5.1 Cyber Insurance Market, Attributes and Sources

D7.1 Dissemination and Standardization Plan and Activities (midterm)

UPCOMING EVENTS

10 - 15 May : Summer School on "loT Analytics: Re-
RA-I.&\ search and Innovation" & "Entrepreneurship 101"
During year 2020 there will be more:
¢ Talks
¢+ Events
¢ First SECONDO Workshop

¢ More scientific publications in journals with high impact factor
and well known conferences
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This project has received funding from the European Union’s H2020-MSCA-RISE-2017
* 4k program under grant agreement No 823997.
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https://www.ds.unipi.gr/en/
https://www.surrey.ac.uk/
https://www.cut.ac.cy/?languageId=1
https://www.ubitech.eu/
https://www.lstech.io/
https://www.cromar.gr/index.php?lang=en
https://fogus.gr/
https://rais-itn.eu/training-course/iot-analytics-research-and-innovation-entrepreneurship-101
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INNOVATIONS & SERVICES

* This project has received funding from the European Union’s H2020-MSCA-RISE-2017
* 4k program under grant agreement No 823997.
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https://www.linkedin.com/in/secondo-project-b72063187/?originalSubdomain=gr
https://www.facebook.com/SecondoH2020/
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